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GDPR

General Data Protection Regulation

® Needs ‘valid’ given consent

® Fines 4% of global turnover

® Record of processing activity

Data Protection Officer to monitor compliance
Demonstrate compliance  — Past

Plan & Maintain compliance - Future
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Research

Area and Domain

® Express legal obligations - ODRL

® Infrastructure for GDPR compliance

® Metadata modeling, storing, and querying
Provenance Metadata

— Activity and Entity
— l.e. Consent and Personal Data lifecycles
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State of the Art
Provenance - PROV Ontology (PROV-0)

https://www.w3.org/TR/prov-o/

® OWL2 ontology to

express provenance
® \W3C Recommendation w// )
3 O _A P R_ 2 O 1 3 agont used< ) wasGenera tedBy
. I nte ra Ctio n betwee n wasAssociatedWit! | . | ‘
Activity, Entity, Agents sareancrims” (1) enneanerme

xsd:dateTimé wasInformedBy xsd:dateTime
® Record history (past)
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State of the Art

Provenance - P-Plan
http://vocab.linkeddata.es/p-plan/

® Extension of PROV-O
p-plan:isPrecededBy
® Represent ‘plan’ that . sstenoilan /\j

guided execution

.lWOdeIexecuuonthatis i p-plan:isvaragleOfPlan
yet to happen (future) ’

prov:wa:sDerivedFrom

-

p-plan:haslputVar

p-plantisOutputVarOf A

4“

% p-plan: correspondsToSftIep
p-plar): correspondsToVariable ¢

1
P -
-

4
/ — 1 //,
® Common template 5 !
| (prov:Entity) (prov:Activity) :
|
I
!

prov:wasGeneratedBy

® |ndividual instantiations \p-plan:Bundle (prov:Bundle)
using PROV-0
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State of the Art
ODRL - Open Digital Rights Language

https://www.w3.org/TR/odrl-model/

® Policy language

® Permissions and
Prohibitions

id

> rightOperandReference
= dataType
int unit

® \W3C Recommendation
15th February 2018 T
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duty LUt Prohibition |
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Representation of
Metadata

®Consent - ODRL

— An agreement between user and data
controller or service provider

— EXpress permissions and restrictions
®Provenance - P-Plan + PROV-O

— What activities was the consent given for?

— Express what is happening or has happened
with the data
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Changes in Consent

® Previously, Sue gave consent to send ads
using the email address [1]

® |Later, this consent was revoked

® Expressing this as ODRL, we have two
objects, where the permission rules is changed
to a prohibition rule
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Capturing Changes In
Consent

|"" Y
odrl:assignee| odrl:Party
I odrl:Asset ) i odrl:Policy i ; J B .
) . BeFit
EMAIL ID J—ﬂdrl-hﬂsF’D"GH consent . )
b . v . a N
T odrl:assigner |__odrl:Party
P Sue
odrl:target . P g J
| EW”"’“‘TSS'O" odrl: nruhibitiunl
r odrl:Action 1 i odrl:Rule ) r odrl:Rule 1
L send ads J(—Ddrlzactmn— uid L uid J
\ J - | changed
T consent T . ODRL rule
"1 based on
withdrawal previousRule newRule withdrawn
of consent consent
|—changeTyp uid
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Changes in Activities

® Emalil is used for tracking fithess (as account)
® Later, emall Is also used to send ads

® This is a change in the activities where the
use of email has changed, and therefore may
require an updated consent (change!)

® Expressing this using P-Plan allows
representing it as an abstract model
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Capturing Changes In
Activities

r----------------------q

1 - 1 !
! emailid I
' . 1 remove
I . p-plan:variable I 1
1
1 Change changeType
L : . ang geTyp
1 ! p-plan:hasinputVar I 1
. !
1 1
I newPlan
1 '
1 .
! trackFitness :4_|_ changeGraph
1 p-plan:Step 1
1, : update .
1 -plan:Plan
i -
. 1 emailid i
I I 1 p-plan:variable I
1 1
1 I ] 1
" 1 1
1 p-plan:isPrecededBy . 1 p-plan:hasinputVar .
1 p-plan:hasinputVvar . 1 .
1 1
1 1 ; 1
1 sendAdvertisements I : 1 sendAdvertisements :
1 p-plan:Step o ; 1 p-plan:Step I
1 original 1
1 p-plan:Plan ! 1 !
1 I 1
——————————————————————— ‘ '--------------
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Linking Changes

® \We know that consent affects activities
® \Ve also know that activities affects consent

® For compliance purpoes, how should this
Information be captured and represented?
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Linking Changes using
Provenance Traces

change change in
- i -plan:Plan activity
odrl:Polic n P-p
Y ODRL policies workflows
used
was was was was
Generated used Generated Gengrated Generated
By was By was y was By
Informed Informed Informed
By analyse By identify By
TP <« consent < affected < Hemils
consent workflows
changes workflows
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A more relevant ontology
GDPRov - GDPR Provenance Ontology

C GDPRo\r Consentﬁgreemenﬂemplate ]

® Separation between personal /,/ o ,__H-:-fi-.‘?_“_’f*‘i:“ai{j:f-a =G

data and consent LD S P
activities and entities / ey Ny G rm—
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. plan Plan H;." =5 ::__t_?_;DPRo\r:Procesf___E' ||| d 4 GDPRov DataTransformatlonStep}
® GDPR terminology e — I e
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A more relevant ontology
GDPRtEXT - GDPR ontology

r— X
/ [ https//openscience.ad x \\

® Defines terms using
skos:Concept

& C' | & Secure | https://openscience.adaptcentre.ie/ontologies/GDPRLEXT/deliverables/docs/index-en.html o @

language en

GDPRtEXT

® Link related terms
® 200+ concepts for GDPR

Release 2017-10-01

This version:
https://openscience.adaptcentre.ie/ontologies/GDPRIEXT/v/gdpr_v0.5.owl

Latest version:
hittp://purl.org/adaptcentre/openscience/ontologies/GDPRIEXT

Previous version:
https://openscience.adaptcentre.ie/ontologies/vW/GDPRtEXT/gdpr_v0.1.owl

Revision:
05

Authors:
Harshvardhan J. Pandit
http://purl.org/adaptcentre/people/HJP

Publisher:
http://purl.org/adaptcentre/people/ADAPT, (null)

Download serialization:

Format RDF/XML | Format N Triples

ESWC2018 Resource Track o]

Visualization:

Ontology Specification Draft

® To be presented at

Visualize with WebVowl!

Compatible with:
https://openscience.adaptcentre.ie/ontologies/v/GDPRtEXT/gdpr_v0.1.owl
Provenance of this page

% FERVA Trinity College Dublin
Colaiste na Trionoéide, Baile Atha Cliath . H M
ol i https://openscience.adaptcentre.ie clide#15



https://openscience.adaptcentre.ie/

I Challenges at scale

® Detect changes

® Analyse changes

® Demonstrate changes were compliant
® Reflect real-world use-cases
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Fallback Solution

f this model is not feasible at scale, can we
now It working over a model of the system?

f the model of the system is compliant, is it

sufficient to say the system is compliant?

® tidr; Show changes at the model level instead
of instance level
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Potential Applications

® Privacy Policies on the Web

® Can we track how they change and what the
change is using the approach described in this
presentation?
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GDPR-driven Change Detection in Consent and
Activity Metadata

END OF PRESENTATION
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