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Problem statement: Technical Approach:
Lack of individual understanding on how and why automatic  ytjlising semantic web technologies to explain complex disclosure
disclosure decisions are made over personal data decjsions in a comprehensible manner
Motivation Location data @~ . @ _Physical attributes * Domain knowledge 2 OWL2
» Using technology to automate the data request and * Data disclosure rules = SWRL
sharing mechanism in a privacy conscious manner | * Datarequest = Apache Jena API
+ People have right over their data o eneathinomatin ®  R@asoning —> Pellet reasoner
- Improve data owner confidence and trust on sharing s * Retrieved data — SPARQL
oersonal data o I Explanation - OWL Explanation API
umber  dama ' * Representation - Textual & visual

* |Increase scrutability and information accountability

Framework and Prototype
Tom has access to Bob's Weight data

Rule description

OWL2 SWRL I—>in W12 A patient physical characteristic data can be accessed by a health care professional
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HealthProfessional(?<ns:hltProf>), Tom 1s a Radiologist
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accessRequestFor(?<ns:reqg>, . .
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-> hasDecision(?<ns:req>, grant),
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Disclosure
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Radiologist SubClassOf HealthProfessional
dtR-2 hasRole rdg-1

req-3 accessRequestFor wgt-1

dtO-1 hasPersonalData wgt-1
signedConsent Domain DataOwner

dtO-1 hasRole patient
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Remove ontological declarations
Replace triples with rdfs:label

OWL Explanation
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Privacy Preserving Unit

SUS Comprehension ASQ
Scores 0 - 100 Scores 0 - 3 Scores 1 -7
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e Two scenarios in health domain Mean SD Mean SD Mean SD

Ontologies | | Privacy Rules || Logs
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1 Conclusion and Future work
Decision Maker Confirmer >
O N RN y - * Good usability (SUS) and acceptable satisfaction(ASQ)
/\ N\  Sufficient understanding (Comprehension) of the explanations
Data Data .. : .
Requester Owner e Similar results for textual and visual representation

* Undertake further user-studies involving greater number of participants and
complex scenarios
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