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Background & Motivation

https://openscience.adaptcentre.ie/

« GDPR compliance is associated with information

« Technological solutions for GDPR face challenges
regarding information representation

« Semantic Web technologies have proved useful in
legal compliance and for addressing GDPR

—  Commercial solutions e.g. Top Quadrant, Thomas Reuters, Signatu

— H2020 projects such as SPECIAL, MIREL, BPRAGDPR

— Use is growing in legal domain for information representation,
querying, reasoning, and interoperability
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Research Question

https://openscience.adaptcentre.ie/

To what extent can

> information regarding activities

> associated with processing of personal data and consent
> be represented using Semantic Web technologies

> for GDPR compliance?

Tasks Information Requirements

1)Representation of information A) to conduct evaluation of compliance
. B) document compliance

2)Querying

3)Validation

4)Assessment/Evaluation a) State of system at a given time

b) Stakeholders
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State of the Art — Gaps (Ch.3)

1) Machine-readable representation of GDPR

2) Glossary of terms and concepts associated with GDPR

3) Representation of activities associated with processing of
personal data in ex-ante/ex-post phases

4) Representation of consent information

5) Demonstration using authoritative compliance queries

6) Validating information for compliance evaluation
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Resea rCh O bj eCt i VeS https://openscience.adaptcentre.ie/

RO1 Identify the subset of GDPR and RO2 Identify information required to
represent activities associated with processing of personal data and consent in

investigation of GDPR compliance — Compliance queries and analysis of
information (Ch.4)

major -> RO3 Create OWL2 ontologies for representation information about:
Ontologies presented in Chapter 5
(a): concepts and text of GDPR — GDPRtEXT (Sec. 5.2)
(b ): activities associated with processing of personal data and consent —

PRov (Seg. 5.3
C): cslngent requlred to determine compliance — GConsent (Sec 5.4)

minor -> RO4 Represent compliance questions using SPARQL to query information about
activities associated with processing of personal data and consent — queries

(Sec. 6.1)
minor -> ROS Utilise SHACL to: (a? validate information for GDPR compliance regarding
activities associated with processing of personal data and consent (b): link

validation results with GDPR — (Sec 6.2)
Querying and Validation of information presented in Chapter 6
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Research Contributions and Outcomes

https://openscience.adaptcentre.ie/

« Information modelling for GDPR compliance
o Linking information to GDPR
« Representing processing activities

« Representing Consent
o Querying information using SPARQL

« Validation framework using SHACL
« Impact on Data Privacy Vocabulary (external contribution)

Name Type | GDPR Result | Node

One Processing x Many Purposes A R2 F Q Consent 20190415 1 4000K
Personal Data -+ Storage Period A ' Ald2a [ QCATQInf S0 rage Access
Personal Data —» Storage Period A | A132a [ QCATTPIndoStorageAcoes
Perscmal Data <+ Seorage Period A | Al3-2-aRW | F Q Consent20 190415120053
Perscmal Data -+ Seorage Period A | A13-2-aR9 | ¥ Q Consent20 190415 1 4000K
g ht to Withdram \ [ AT [

Separati vod Processing M ‘ R4y "

Mhird Party Categories A | AM P

Mhied Party Identitios A | AL "

Phird Party Klenbitios A\ ’ AN r

Thied Party Identitios N AWM r

hied Party Saleguands \ ' [

Withdraw Consent Information M v A7-3 r
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Research Dissemination and Publication

18 Publications (Sec. 1.4.7)

1) GDPRtEXT - ESWC 2018
2) GDPRov - ISWC PrivOn 2017
3) GConsent— ESWC 2019

4) SPARAQL queries - SEMANTICS 2018
5) SHACL validation - SEMANTICS 2018,2019, ISWC CKG 2018

6) GDPR interoperability analysis — EURAS 2018, IJSR 2018, Book Chapter 2019
7) Investigated applications
1) information management — ICSC 2019, ESWC MEPDaW 2018

2) privacy policies — IPAW 2018, ISWC WOP 2018, TELERISE/ADBIS 2018
8) Data Privacy Vocabulary — ODBASE 2019

Publish developed resources

e FAIR / Open Source / Open Access
e Ontologies: W3ID, Github, Gogs ; Code / Data / Documents: Github, Gogs, Datahub, Zenodo

e Publications: university archive (TARA), Zenodo
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Resea rCh I m paCt https://openscience.adaptcentre.ie/

1 W3C Data Privacy Vocabularies & Controls Community Group
(DPVCG)

- Author/Editor of Data Privacy Vocabulary (2019)
- Chair since Jan 2020
2 EU Publications Office interest in GDPRtEXT

- modelling of clauses, extension of ELI
- discussion of future plans, opinion as POI and research stakeholder,
invitation as sem-web expert

3 Consent Receipt

- invitation to edit next version of consent standard addressing GDPR
and global privacy laws with Kantara

- recently accepted as project at ISO/IEC 27560
4 Involved EU / H2020 project funding applications as domain expert
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F Utu re P I a n S & O p po rt u n i ti eS https://openscience.adaptcentre.ie/

e Coverage of more GDPR topics

— Data Protection Impact Assessments

— Controller — Processor agreement and data governance

Data Privacy Vocabulary

— Expand in terms of concepts, areas, documentation
— Incorporate other laws e.g. CCPA

Student Supervision (ongoing)

— Use of PhD work on topics of privacy and consent online

— Alignment and application to Al accountability / ethics

e Research applications
Funding Calls — applied/in-progress

1) Ireland Postdoc Fellowship (individual)
2) H2020 ICT on IoT (WP lead)

— Policy and Consent

— 1S0O 27560 for work on consent receipt

3) NGI Trust 2020 (co-ordinator)
— Consent extension for Schema.org 4) NG| DAPSI (team lead)

5) ICO (UK) grants (research lead)

e Collaborations with researchers
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Summary of PhD

https://openscience.adaptcentre.ie/

To what extent can
- information regarding activities

» associated with processing of personal data and consent
> be represented using Semantic Web technologies

> for GDPR compliance?

RO1 and RO2 — Compliance queries and analysis of information (Ch.4)
RO3 — Ontologies presented in Chapter 5

(a): concepts and text of GDPR — GDPRIEXT (Sec. 5.2)
(b): activities associated with processing of personal data and consent — GDPRov (Sec. 5.3)

(c): consent required to determine compliance — GConsent (Sec 5.4)
RO4 — SPARQL queries (Sec. 6.1)

RO5 — (Sec 6.2) SHACL for validation and link results to GDPR (Sec 6.2)

Resources: documented and open access at https://openscience.adaptcentre.ie

Impact:

« Data Privacy Vocabulary: community agreement and specification
« Consent Receipt: data model and standard, project at ISO
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GDPRtEXT - overview

« Ontology to specify GDPR at a granular level + RDF dataset

Extends ELI (in a compatible manner)
PID individual clause/section
« SKOS glossary of GDPR concepts

Personal Data

Legal Basis

Principles, Rights
Compliance obligations

Dataset

Distribution

Comment

canonical

HTML, PDF, XML

Official GDPR
distributions

textid, dataset

HTML, JSON, text

GDPR text with IDs

annotated

XML, Turtle, JSON-
LD

RDF

https://openscience.adaptcentre.ie/

Representing Activities associated with Processing of Personal Data and Consent using Semantic Web for GDPR Compliance
PhD Viva / Thesis Defense of Harshvardhan J. Pandit, PhD Candidate, SCSS, Trinity College Dublin
CC-BY-NC 4.0 | pandith@tcd.ie | @coolharsh55 | https://harshp.com/research/phd-thesis

sfi

My G-

12



G D P Rt EXT - E L I eXte n S i O n https://openscience.adaptcentre.ie/

 LegalResource - document
 LegalSubResource - section in document (GDPRIEXT uses this)
 has_part property - specify relation between sections

« FRBR model - allows specification of language and format specific publications
- E.g. PDF, XML
- E.g.EN, FR, DE

« GDPREXT only models GDPR at a conceptual level.

« FRBR can be extended on top of GDPRtEXT same as ELI

« ELI+ is proposed/planned extension to ELI
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GDPREXT — extracting text

» Official GDPR publication lists its contents inside a table element
 Does not specify metadata (e.g. clause, number, title)

» JS script parses this output to extract data

* Alternative is to use XML — much more consistent

« Issue highlighted to publication office

« Response:
 ELI+ will have more structured metadata
« HTML will also be better structured
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GDPRtEXT — DPD Mapping

Create LOD version of DPD (assign PID to each clause)
Create mapping between DPD clause and GDPR clause
« Based on interpretation of obligation
« Based on available information at time

Annotate corresponding XACML statements based on change
« Extended, same, reduced, completely changed, slightly changed
Collaboration work (collaborator was leading work on XACML)
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G D P Rt EXT - CO m pa re WI th SOtA https://openscience.adaptcentre.ie/

Table 5.2: Comparison of GDPRtEXT with SotA

Work GDPRIEXT ELI ELI+ Agarwal etal | PrOnto
Vocabulary | ELI OWIL2 OWL2 RDFS Akoma Ntoso
Granularity | Sub-Paragraph | Legislation | Sub-Paragraph | Paragraph Sub-Paragraph
Glossary 4 X v X X

PID v 4 4 X X

OA 4 4 4 X X

GDPR text | X v X 4
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GDPRov - Overview

https://openscience.adaptcentre.ie/

* Provenance (of plans and activities) ontology for GDPR

« Extends PROV-0O and P-Plan
« PROV-O - provenance of activities (ex-post) + prov:Plan
 P-Plan - scientific workflow (ex-ante + ex-post)

« Represents Ex-ante and Ex-post phases
 Models data and consent lifecycles
 Granular abstraction of processes and steps

« Concepts
« Agents
« Data
 Consent
» Activities (Processing, Purposes)
 Anonymisation
* Rights
- Data Breach
« Composition of activities as steps and processes
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GDPRov — Extending PROV-O and P-Plan

PersonalData
generatesData p-plan:Variable
DataStep pplanhas OutputV ar

p-plan:correspondsToVariable

-plan:Ste -
PP P p.p'gn;r_ ormspondSTIOSVt{l . \

. PersonalData
isPartOfProcess DataActivity Enti
p-plan:isSt ep OfFl an proviimed ! i Ity
p-plan:Activit -plan:Entit
(pmﬁdivityx ?prov:Emity
Process
pplan:Plan [ )
(prov:Plan) Consent Given
isPartOfProcess ! Activity ~@———prov:used—Pp| Consent
-plan:Activi -plan:Enti
ConsentStep [T (provactviy / v Entity
p-plan:Step p-plan:hasOutputVar p-plan:correspondsToVariable
generates
ConsentAgreement
A
Consent
Agr eement

p-plan:Variable
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G D P ROV = Data L ife CyCI e https://openscience.adaptcentre.ie/

DataCollection
Step

!

p-plan: |sPrecededBy

[ prov:Agent ]d—coll ectsDataFromAgent

collectsData

/

ataUsage
deletesData b[PersonaIData ]dfusesData% Step ]

f

usesData

. |

[ Datas[gzlpetlon Fp'plan:isPrecededByAP[ DataAnCS)?gg‘lsanon Fp-plan:isPrecededBy—

generatesAnonymisedData

has
{AnonymisedData HAnonymity% Anonymised
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GDPRov — Consent Lifecycle

collectsConsent
prov:Agent FromAgent

ConsentAgreeement usesConsent
Template AgreementTemplate

usesTermsAndC onditions

e

[Te rmsAndConditions

https://openscience.adaptcentre.ie/

generates
™ ConsentAgreem ent‘b[ ConsentAgreement }

-
uses
ConsentAgreement
uses
ConsentAgreement
Consent Consent
Acquisition Archival
Step generates Step

ConsentAgreement

p-plani isPrecededBy

Consent
Modfification
Step
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G D P ROV - C h a n g e D ete Cti O n U Se- Case https://openscience.adaptcentre.ie/

 Temporal state of Plan / System

« Compare new and old states

» lIdentify differences in activities

 Evaluate change in GDPR obligations (e.g. new purposes

added)
« Evaluate change required for compliance (e.g. renew consent)
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GDPRov — Compare with SotA

Table 5.4: Comparison of GDPRov with SotA

https://openscience.adaptcentre.ie/

Work ‘ Repr EA | EP | Pu [ Pr DS  Rp St Rg LB
GDPRov PROV-OP-Plan v |v |v (v v |V |v v |/ |
SPECIAL PROV-O v (v v v |v v | v |
SPL+CitySPIN PROV-O v |\ v (v (v v |v |V

MIREL PWO v v | v o/
MRL+DAPRECO | PWO v v o/
BPR4GDPR v | v (v | v | v |V

Ujcich et al. PROV-O o |\v (v v (v (v I/ |V
Lodge et al v v

Tom et al BPMN v v v /Y

LUCE o/ o/

Sion et al v v v v |/ v
privacyTracker v v/ v v

Basin et al v v

RestAssured v |/ v v
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G D P ROV = Data Sto rag e a n d Locati O n https://openscience.adaptcentre.ie/

« Data Storage duration (temporal properties)
* Fixed timestamp e.g. 27-APR-2020
 Duration e.g. 2 years
* Indefinite e.g. “as long as required”

« Dependent on event/condition e.g. “until you are logged in”
* Proposal: hasStorageDuration (union of properties)

« Data Location (geospatial and political properties)
« Country
 Region (e.g. North America)
« Political Unions (e.g. EU - Brexit changes memberships)
« Multiple locations with dynamic changes e.g. servers
 Proposal: hasDatalocation (union of properties)
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G CO n Se nt = Ove rVi eW https://openscience.adaptcentre.ie/

« Consent-specific ontology for GDPR

 Models purpose, processing, etc. focused on consent instance
« Companion to GDPRov

 Models context

 Required to analyse GDPR consent requirements
« E.g. Location, medium
« Models consent states
« Based on consent management in real-world
* Organisations need to track consent
« E.g. Given, Requested, Invalidated
 Models chain of consent instances
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G CO n Se nt - CO re CO n Ce ptS https://openscience.adaptcentre.ie/

‘ prov:Person

!

radfs: subClassOf

|

’ Pumpose L\ ‘ DataSubject =« rafs:subClassOF { MinorData Subject

T

hasConsent/
sConsentForDataSubject

forPurpose/
iIsPurposefForConsent

forPersonalData/
y IsPersonalDataForConsent

Consent - O+ PersonalData
P
forProcessing/ T l‘-.( ,v‘l invalidates/
IsProcessingForConsent hasStatus — isinvalidatedBy

[ Processing ‘

StatusValidForProcessing ‘-

StatusinvalidForProcessing
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G CO n Se nt - CO n teXt https://openscience.adaptcentre.ie/

prov:Person DataSubject or Delegation
A

isProvidedBy

.
1
tlme:TemporaIEntlty]Q— hasExpiry Consent &——atlocation prov:Location
T *

rdfs:subClassOf

) isProvidedTo inMedium
atTime -

- /
v
time:Instant Medium
prov:Person or DataController
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GConsent — Consent States

— StatusValidForProcessing }1——
——rdf:type—— () ConsentStatusUnknown

rdfs:subClassOf

|
Y

{ Consent }— hasStatus—p Status

,

1 StatusinvalidForProcessing }1

https://openscience.adaptcentre.ie/

—— rdt:type —— ) ConsentStatusimplicitiyGiven

rdf:type O ConsentStatusExplicitlyGiven

rdf:type—— ) ConsentStatusGivenByDelegation

rdf:.type O ConsentStatusNotGiven

b rd f: type H ConsentStatusWithdrawn

rdf:type O ConsentStatusExpired

e rd f:type —O ConsentStatusinvalidated
———rdf:type 40 ConsentStatusRefused
- rdf:type—— ) ConsentStatusRequested
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GConsent — Example #3

https://openscience.adaptcentre.ie/

ex:ShareData

WithAdvertisingPartner

{ gc:DataSharing rdf:type

rdfs:subClassOf

Q-

[ gc:Processing

prov:agent
{gdprov:ProcessorH

rdf:type

[ gc:ThirdParty }4— rdf:type %

ex:AdPartner

gc:hasAssociation

K:df:type
\
ex:AdvertisingArrangem prov:hadRole

O

gc:forProcessing

ex:Consentl
rdf:type—-{gc:Consent]

prov:Association }

gdprtext:Processor

“\\*o—

prov:hadPlan

\‘O— rdf:type *[gdprov: Proces%

ex:AdvertisingContract

rdf:type prov:Role ]

rdfs:subClassOf
' '

p-plan:Plan

| . )
rdfs:subClassOf

A4

-

prov:Role
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G CO n Se nt - G D P ROV https://openscience.adaptcentre.ie/

gdprovAcquire | o o hClassOt— proviActivity

ex DataSubject oc-Nedhum ConsertActivity
- i ornertton - - h 3 .
gc DataSubject's o type ) _— . A »
o 5ot 1 type
ovEntt
0C =ProvidedByPersor Qc-. WebF ormMTML rdf-type o - y
—— ex Advertising ex: CornsentGet 201511161600 ”‘
Q PuUrpose w— 1 type 9 ¥ PasMed rartype
¢ 1o Purpose prov gerer ated ex formegst ration
exLonsent3
. - 3 forPersonalDat s —& exAccountinformation +
QL Status e r O Type OQ oC HunmSta d;» )
¢ ConmerttStatund xpli Rl yGaven S— 1
9 DOy " Nk Ry rat type ~ v )
- ror type rars: subClassOf
oChasl oction - v
proviocation e 1df type G ™ o Corment R} g PersonaiDat s e
®:h e
Exlocat iorRegi sty ationk ormOnding
ox C ol tior? 1 Ge StorageCr Hme 201811161600
PersonaDarta PersormiData raf:tys
‘( ) i
o) o) o} '
3¢ hasE xpiry -
o UkeOf y time frstant
A

1P 10C evra
. PersoriiDat a

rdf type io o typs

Y tme20191231235%

5wl —o= gr Processing

ex: ShweDats
Bart

WithAdvertisingF L

o. rd? type > oo DetaSharrg

g teal Frocessor

Do Drow hadRok oQ rdf type —» prov Role P plan Plan

type
v

o AWt INQAS | argeree

Mo Associastion e

proves r v PP radfs subOlas s rdfs subOlassOf

 J

Lypre 6 o
b 1 type  odprow Procews prow Roke

s AdvertangC ontract

O ThivdParty je o
'

"
W o AOP artre

QIDIOV oL e
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G CO n Se nt - CO m pa re Wi th SOtA https://openscience.adaptcentre.ie/

Table 5.7: Comparison of GConsent with SotA

Work PD Pu Pr Sh St Rp S W D SE Ct | T
GConsent v ||l || ||| ||y
SPECIAL R VR BV AV /

SPL+CitySPIN | v v |/ |/ |v v | |/

Lodge et al v v [ [ A [ A A

Peras S v |7 |v | v [ v/ [

Coletti et al v v v |  /

AdvoCATE | v /7 | v | [v | v
RestAssured v v v v v v ] |
OPERANDO RV v/

PoSEID-on v v

MHMD /

DECODE o/ v

Consent Receipt | / v v v
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D PV - CO re CO n Ce pts https://openscience.adaptcentre.ie/

PersonalDataHandling

hasDataControl Ier—b‘ DataController
hasRecipient—>

Purpose < hasPurpose ——  hasDataSubj ect4>{ DataSubject
hasTechnicalOrganisationalMeasure
LegalBasis haslLegalBasis——
TechnicalOrganisationalMeasure

PersonalDataCategory FhasPerson alDataCategory

Processing lq hasProcessing

Consent Receipt piiController
R onBehalf
version
R B - org
jurisdiction
) tTimest contact
: consen . amp address
H collectionMethod
. : N email
Consent Receipt | | onsentrecespuo
H . phone
| publicKey
\/ 1 1 ) language
. : piiPrincipalld string
: piiControllers purpose N
policyUrl service consentType
services * < urposes ® < purposeCategory g |
sensitive purp piiCategory ¢

spiCat primaryPurpose
termination
atring
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D PV __> P h D O ntOI Og i eS https://openscience.adaptcentre.ie/

« GDPREXT
« DPYV does not provide GDPR glossary but provides related concepts
 Does not model text of GDPR
« Uses a more recent iteration of URL format (not formalized)

« GDPRtEXT can be additional glossary for DPV
« GDPRov
« DPYV does not model provenance records (not in scope)
« DPYV does not have phases of compliance
« GDPRov can add on DPV concepts (e.g. purpose > steps)
« GConsent
« DPV models consent fields (based on GConsent + Consent Receipt)
* Not all fields are modeled
« Consent States not incorporated
« DPV can utilize more fields from GConsent
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Querying with SPARQL

https://openscience.adaptcentre.ie/

» SotA does not provide SPARQL queries for reuse (as resource)

« SPARQL queries are highly use-case dependant

 Chosen use-case: GDPR Readiness Guide (2017) by Irish DPC
* One of first such guides published, authoritative

* In English, clear questions, meant for organisations
» Also used to develop compliance questions for RO1 and RO2

 Method:
» |dentify information required by questions
* Analyse questions based on information requirements
* Interpret SPARQL queries using ontologies (GDPRov + GDPRtEXT)
» Create synthetic use-case (test data)
 Execute SPARQL queries
« Evaluate a) extent of queries b) suitability of queries
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Q u e ryi n g Wi t h S PA RQ L = Q u e ri eS https://openscience.adaptcentre.ie/

Questions categorized based on information dependancy
1. Demonstrative — retrieved information is sufficient
2. Assistive — retrieved information needs to be evaluated
3. Evaluative — more information needs to be retrieved

« Argument: SPARQL nested queries? Or compliance evaluation approach?
* Questions do not relate to ex-ante and ex-post

« but implicitly refer to plans and processing activities

 Categorise based on implicit information

« GDPRov evolved after this exercise
« Thesis also reflects capabilities of current iteration of GDPRov

« Validation use-case better choice for demonstration of queries
 Provides a way to link information to GDPR

« SPARQL CONSTRUCT queries an alternative
 But does not permit validation of information
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Q u e ryi n g Wi t h S PA RQ L = Eva I u ati O n https://openscience.adaptcentre.ie/

32 of 63 questions represented as SPARQL queries

31 of 63 not implemented: 20 not in scope, 3 lacking concepts in GDPRov
« (8: data retention/storage periods/duration
« S5, S7: technical measures

Legal basis for each processing purpose (non-special

GConsent was developed .
» Since this guide is based on S

organization’s plans, it was
not repeated with GConsent

* Online demo
(alt implementation using
RDF-JS, Communica possible

to permit anyone to upload
data graphs and query)
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Va I i d ati O n M Od e I https://openscience.adaptcentre.ie/

« GDPR Compliance: info satisfies obligations and requirements
» Ensuring correct information i.e. validation for a) correctness b) completeness

» SotA does compliance evaluation, PhD work is about this validation
» If approach is using RDF data, SHACL is nice because:

1. Persists test results as RDF data
2. Flexible — build own tests and add components

PhD - Validation Model

1. Utilises SHACL to validate information for GDPR compliance.
2. Expresses compliance as a test-driven exercise similar to the concept of unit-testing

in software engineering.

3. Ultilises results of testing ex-ante information for testing of ex-post information in
order to reduce the number of tests required.

4. Constructs a compliance graph by storing validation results based on concept of
knowledge-graph.

5. Demonstrates use of compliance graph in retrieving and documenting information
regarding GDPR compliance
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Val idation MOdel = MOdeI ArChiteCtu re https://openscience.adaptcentre.ie/

I: Querying
Data Protection Authorities :l .
. j"eccccad validate
(D GDPR Complance Tools [ === -~ £ | ovigations [<-7""7"Toe -

. =

(3
' >

spAtaL ! i validate

; L ) T ) 2 ‘----
SHACL 7 compliance queriey‘ : | GDPR articles
X ,

]
]
'

compistenes ' I1l: Documentation

truct

/ validation / consiruc '
L}
L}

1

1

1

1

1

1

1

1

1

1

1

B 1

T compliance report -

SHACL— based on queries '
add '
—alidation Y :
1

1

.‘

1

1

1

1

1

1

----- data source===~=~= results

compliance report
based on obligations

SR

compliance
graph EARL: >
N L
compliance report based
on validation of GDPR

—Operation

e

Representing Activities associated with Processing of Personal Data and Consent using Semantic Web for GDPR Compliance
PhD Viva / Thesis Defense of Harshvardhan J. Pandit, PhD Candidate, SCSS, Trinity College Dublin
CC-BY-NC 4.0 | pandith@tcd.ie | @coolharsh55 | https://harshp.com/research/phd-thesis

i gy 37




<

10

Va I i d ati On MOd el = I i n ki ng to G D P R https://openscience.adaptcentre.ie/

» Associate test with GDPR to specify validation of related information
* Add property using GDPRIEXT

« Enables annotation of compliance evaluation and testing back to GDPR

* Permits querying of tests/information based on GDPR links
« To extend for other laws, create a generic property referring to legal clauses

:Constraint rdfs:subClassOf sh:NodeShape ;

rdfs:label "Coi ! .
:Automat1callyCheckedConstra1nt rdfs:subClassOf :Constraint, sh:NodeShape ;
rdfs:label "Aut . v ! t" .
:ManuallyCheckedConstralnt rdfs subClassOf :Constraint, sh:NodeShape ;
rdfs:label "Manual ly . < ! raint"”

:1inkToGDPR a rdfs:Property ;
rdfs:range eli: LegalResourceSubd1v1sxon ;
rdfs:label "! "
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Va I i d ati O n MOd e I - EX'a nte 9 EX_ pOSt https://openscience.adaptcentre.ie/

» GDPR requires organisations to plan activities i.e. ex-ante plans
» GDPR requires organisations to ensure plans compliance i.e. ex-ante compliance

« GDPR requires organisations to ensure processing activities are compliant i.e. ex-post
* However, ex-post processing activities are based on ex-ante plans

* Reuse ex-ante test data
« if common elements are already tested in ex-ante

« only unique elements need testing again in ex-post

« E.g. Consent Dialogue
 Shown to all users of websites i.e. ex-ante information

» Given consent unique to individual i.e. ex-post information

« To test consent as per GDPR
» Test consent dialogue was valid (common for all users)

« Test given consent was valid (specific to individual)
« Test common information once, persist test results as data

* Now only single check to ensure common tests were passed
» Therefore, test complexity is reduced in ex-post testing

* (common sense approach — used commonly!)
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Va I i d ati O n M Od e I — Q u a n tca St https://openscience.adaptcentre.ie/

« Quantcast is the largest consent dialogue provider on the internet
« Part of the IAB framework

« Claims high number of data points available for analytics as a service

» Consent Dialogue - RDF data using GDPRov + GConsent + GDPREXT
» Develop SHACL constraints based on compliance questions to validate data

«  Complexity: basic, low, simple . o
» Does not do compliance evaluation, only ensures information is correct & complete

« Consent dialogue tested in Ex-ante phase, results saved
» Given consent tested in Ex-post phase, also tests Ex-ante saved results

» More efficient tests in this process

«  Without splitting across phases: 59 tests for each given consent
* Ex-ante tests: 57

« Ex-post tests: 3 (2+1 for ex-ante saved results)
» After splitting across phases: 3 tests for each given consent
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Validation Model — Quantcast SPARQL queries ... o somomes

Table 6.3: SHACL validation report linked to CDPR

Name Type | GDPR Result | Node
Consent # Inactivity M R32 P
Consent # Pre-ticked Boxes M R32 P
Consent # Silence M R32 P

Consent — Data Subject A A4-11 P
Consent - Given To A ‘ | P
' Consent —» Location A [ [ P
Consent — Medium A A7-2 P
Consent — Personal Data A ‘ Ad4-11,R32 [ P
Consent —» Processing A ‘ A4-11,R32 Ip
Consent — Provided By A | A7-2 I3
| Consent — Purpose A | R32Re2 | P
. Consent —» Status A . ' I’
| Consent — limestamp A ‘ | F ' Q:Consent201904 15120753
Consent — Timestamp A . . F | Q:Consent201904 15140000
' Consent = Choice M . . P
Consent = Freely Given M ["As11 Ip
Consent = Specific M | Ad11 P
Consent = Statement of Clear Action | M ‘ A4-11 . P
' Consent = Unambigious M ' Ad-11 p
Consent Generating Activity A [ | P
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Validation Model — Compare with SotA

https://openscience.adaptcentre.ie/

Table 6.4: Comparison of SHACL validation with SotA

Basin ot al
' RestAssured
DEFeND
" OPERANDO

Algorithm
XACMI
CQuestsonna iy

Access Control

Process Flows
Process Flows
Obligations

Process Flows

Approach Evaluation method = Scope Machine- Provides Links results
readable remedies? to GDPR?
result?

Pandit SHACL RDF data 4 v v

SPECIAL owl Consent v

SPL+SERAMIS QDRI Obligations v v v

| SPL+Vos ot al OWL, ASP T Obligations | # /
| SPL+CitySPIN OwWl | Consent v

MIREI RuleMI1 Obligations v v v

MRL+DAPRECO | RulkeMI | Obligations | ¢ | v W

BPRAGIDFR owl Process Flows v

" Lodge et al SDK | Process Flows | ¢ W

[ Tom et al BPMN | Process Flows | ¢ v
Corrales et al Questionnaire Obligations

| LUCE Smart Contracts | Data Sharing v

| AdvoCATE Smart Contracts | Consent » v

Sion et al | UML DFD Process Flows | ¢/ | v

privacy Tracker Access Control Data Sharing v

Robol et al STS | Process Flows | ¢

Culde M, Quiestsonna b Process Flows | v

PoSEID-on

DECODY

Smart Contracts

Smart Contracts

Data Sharing

Consent

S NISNINS
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O n tOI Ogy E n g i n ee ri n g M eth Od O I Og y https://openscience.adaptcentre.ie/

* Ontology quality - Design, Semantics; OOPS!, Use-cases
* Documentation — WIDOCO

» Dissemination — FAIR principles
« Wa3ID - persistent identifier; Linked Open Vocabularies (LOV); GitHub, Zenodo

« Evaluation — competency question, application to use-cases
* NeOn: identify requirements and use-cases

« UPON Lite: iteratively develop ontological representation

Table 1.1: Summary of Evaluation Methods

Method GDPREEXT | GDPRov GConsent | Querying Validation
Ontology Ontology Ontology using using
SPARQL SHACL

‘ Fulfilment of Competency Questions | v v | v/ | N/A | N/A

| Semantic reasoner logical consistency |/ v | v | v |/

‘ OOPS! common pitfalls detection | v v | v/ | N/A | N/A
Documentation metadata and quality v v v N/A N/A

‘ Demonstrate application to use-case | v v | 4 | v | /
External use-case X v v/ v /

| Comparison with SotA | v v | v/ | v | /
Analysis of citations | / | / | N/A | / | N/A

j Dissemination of work (for prn\'nhng tr.\vnsp.\rvm.\') '
‘eer-reviewed publication v v v /

| RrPrndm ll\lllt}' (open access resources) | v v | v/ v/ 7
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Ti m e I i n e Of Resea rCh https://openscience.adaptcentre.ie/

2016: Started work in March-September 2016
* Relevant work existing: preliminary work in DAPRECO

o 2017:
» Published GDPRov by September 2017

* Preliminary work on consent ontology September 2017
«  2018:

* Published GDPRIEXT in January 2018
« SPECIAL published work on GDPR compliance in June 2018

MIREL+DAPRECO published PrOnto in July 2018
» Adopt GDPR readiness guide for SPARQL queries in August 2018
» Developed GConsent by September 2018

« 2019
» H2020 projects on GDPR publish deliverables and papers in January 2019

» Developed SHACL validation model by March 2019
« Data Privacy Vocabulary is published in June 2019

* SotA analysis in August-September 2019
» Thesis draft in December 2019, Submitted in February 2020
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O D RL y B P M N https://openscience.adaptcentre.ie/

» ODRL to express GDPR obligations
» Information needed for resolving activities - provenance

* Information needed for expanding GDPR activities
* How to evaluate?

« SotA: Agarwal et al. and Vos et al. have used ODRL profiles

- BPMN
» Business process standard for representation

» Own set of tooling, querying, validating
« How to operate while being interoperable?

« How to specify GDPR concepts and activities?

* Major factors:

« Extending vocabulary with GDPR concepts
* Querying for information

« Validation / Tests
» Linking of information with GDPR
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