EAV) Trinity College Dublin

li lg;:‘ Colai t na Trionéide, Baile Atha Cliath @
The University of Dublin

‘@ IRISH RESEARCH COUNCIL
An Chombhairle um Thaighde in Eirinn

Engaging Content m TRUST
Engaging People

N

Consent: Where are we going?

Harshvardhan J. Pandit
Postdoctoral Fellow

ADAPT Centre, Trinity College Dublin
https://harshp.com/research
pandith@tcd.ie

MDPP DCU, Monday MAR-15 2021

Al European Union =@,
*

The ADAPT Centre is funded under the SFI Research Centres Programme (Grant 13/RC/2106P2) and is co-funded under the European Regional Development Fund.


https://harshp.com/research
mailto:pandith@tcd.ie

Introduction

Research Fellow @ Trinity College Dublin
Currently working on: Semantics x Privacy Risks x GDPR x Consent

PhD: 2016-2020 Computer Science, Trinity College Dublin

Representing Activities associated with Processing of Personal Data
and Consent using Semantic Web for GDPR Compliance
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“consent” is not an optional choice slide#3
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| — Data & personalization

To choose what data is used to make Google services more seful to you, signin
to your Google Account

When you aren't signed in, some information about your Google activity is saved in a cookie or similar
device to help Google work better for you. Leam more about cookies.

hnology on your

You can use the tools below to manage your experience on this device.

Google Search personalization YouTube Search and Watch History

The searct mendations based

u do on this devi Ip Google im- YouTube improves your video et
prove your search results and sh relevant on what you've already watched or searched for on your

ate curgnt dovios
Mgg\ Make the ads you see more useful to you

Control the information Google uses to show you ads

ings apply when you're using this browser and device
rol settings for personalized ads across all of your browsers and devices

Please set your preferences

Ads Personalization Across the Web
See more useful ads on YouTube and the 2+ mil

measure how our services-areUsed. Click “See more” to review your options or visit
g.co/privacytools anytime. Ads Personalization on Google Search

See more useful ads when you're using Google Search

websites that partner with Google to show ads

:

There are many privacy controls that you can use, even when you're signec

GO gle English v Signin achieve the Google experience that you want. You can review those contro
in “Other options” or visit g.co/privacytools anytime.

Edit Search Setti

Confirm your choices for cookies and other data

Control whether or not search results are affected by search activity in ti
Review the following key points and explore your options on this page. Click “I agree” Edit Ad Setti
when you're ready to confirm. You can withdraw your consent anytime with effect for
the future.

Adjust the types of ads you see from Google

Edit YouTu

Data we process when you use Google Settings
Control whether or not your YouTube experience is affected by YouTube

watch activity in this browser

« When you search for a restaurant on Google Maps or watch a video on YouTube,
for example, we process information about that activity - including information like
the video you watched, device IDs, IP addresses, cookie data, and location.

« We also process the kinds of information described above when you use apps or

C d . I h . sites that use Google services like ads, Analytics, and the YouTube video player. e Lésn oW Google es datsto mprove your experience
ttps://goodl MAR-14 2021
onsent dia ogue on S://goodgle.le Why e pracossit
We process this data for the purposes described in our policy, including to T ————

across all of your signed-in devices and browsers,
« Help our services deliver more useful, customized content such as more relevant

search results;
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GDPR says... slidet4

Consent should be:

Freely given — without coercion, no obligation
Specific — exact and limited in scope
Informed — prior knowledge of consent and consequences

Un-ambigious — clear indication of consenting

a0 =

Revocable / Can be Withdrawn — once given, can be cancelled

- GDPR Art. 4-11 (2016)

o
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GDPR also says... slide#5

_ : GDPR Art 4,7,13, 14
identity
Quantcast Identity of Controller
[——— Purpose
Processing Categories
Personal Data Categories
provide social media features, and analyse our traffic. Click below to consent 1o the use of this Data Storage Periods
: Data Sharing / Recipients
revocation Trans-border data flows
P Technical and Org. Measures
Risks envisioned (sic.)
s | Automated DeCiSion Maklng
Indication of copsent Novel technologies
Profiling / Surveillance (sic.)

We value your privacy

technology across the web. You can change your mind and change your consent choices at
anytime by retuming o this site

Uy
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Process of Consent - Dimensions and Domains slide#6

law

Who is giving consent?

What is their background?

What do they already know?

What needs to be confirmed?

How do they perceive/comprehend?
What kinds of actions can they take?
Can they indicate their intention?

e.g. GDPR / CCPA / ePrivacy
Outlines permissions, obligations
Defines Legal Basis

Restrictions

Conditions e.g. freely given

Quality (sic.) e.g. explicit

Information requirements e.g. notice

human-centricity

-

technology
How to request consent?
How to collect consent?
How to record consent?
How to demonstrate/validate it?
How to revoke/withdraw consent?
How to signal choice / consent?
How to share consent?

How to specify information/notice?
Where to show notice?

How to indicate choice/optionality?
What prominence is used?

Are interactions clear and usable?
Layers to hide complexity?

Speed vs Density vs Accuracy

HCI / UI-UX
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Comprehension - Dark Patterns slide#7

Dark Patterns (https://www.darkpatterns.org/)

Dark Patterns are tricks used in websites and apps that make you do things that you didn't mean to,
like buying or signing up for something.

e Nouwens et al. (2020) scraped five most popular consent dialogue providers on top 10,000 UK
websites and found that dark patterns and implied consent are the norm — while only 11.8%
of the website analysed were GDPR compliant.

e Human and Cech (2020) investigated sociological dimensions of consent and found GAFAM
policies contained several variations of dark patterns in interaction design, visual design
and textual descriptions of notices / requests for consent.

e Matte et al. (2020) list dark patterns within the IAB framework — largest ad networks on the
internet — and showed that websites do not respect consent choices and collect data
anyway regardless of what the users chose / indicated.

e Santos et al. (2020) expand on the above work and show (opine) “it's not possible to fully
assess compliance with the law for the majority of requirements because of the current
architecture of the Web”
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Consent — Technological Solutions? slide#8

Do Not Track (DNT) — boolean (set on / off) browser signal to indicate user does
not want to be ‘tracked’ across the websites. Last standardisation via W3C in 2019. All
browsers implement it. No websites it. Spectacular failure.
https://www.w3.org/TR/tracking-dnt/

Global Privacy Control (GPC) — boolean (set on / off) browser signal to
indicate user does not want their data to be ‘shared’ beyond the website/controller. Last
specification Jan 2021. Only 1 browser currently implements it - Brave. Some websites
support it. Legally enforceable under CCPA. Uncertain regarding GDPR'.

https://globalprivacycontrol.github.io/gpc-spec/

Privacy Labels — Apple introduced notices for its App Store which requires
developers to post information about data collected and used for tracking of individuals, in
addition to requiring them to ask consent for tracking - and provides a global setting to

prohibit such requests. The company dogfoods: https://www.apple.com/privacy/labels/

1 GPC + GDPR: will it work?. Harshvardhan J. Pandit. 2021. https://harshp.com/research/blog/gpc-gdpr-can-it-work
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Standardisation Efforts slide#9

Kantara published Consent Receipt (2018) specification outlining a
schema for issuing ‘receipts’ for given consent. Barebones spec, does
not meet (any? most?) legal requirements.

ISO/IEC published 29184 (2020-06) standard for online privacy notices
for consent which involves requirements for consent dialogues and
mentions possibility of machine-readable metadata.

Re:29184 - it requires asking explicit consent for some cases. But its
definition of ‘explicit consent’ does not meet GDPR'’s requirements’.

ISO/IEC announced 27560 (likely publication >2023) as an upcoming
standardisation effort for consent receipts. Data Protection Authories
involved via national standardisation bodies.

1 Comparison of notice requirements for consent between ISO/IEC 29184:2020 and GDPR (Forthcoming). Harshvardhan J. Pandit*, Georg Philip Krog*. Journal of
Data Protection & Privacy. 2021. https://doi.org/10.5281/zenodo0.4444925
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Machine-readable Metadata slide#t10

Data Privacy Vocabulary' (DPV), v0.2, 2021 https://w3.org/ns/dpv

hasDataController #DataController

PersonalDataCategory ]d—hasPersonalDataCategory

hasDataSubject—®| DataSubject

hasRecipient —>
hasRisk
hasRight —— Right

Technical OrganisationalMeasure FﬁhasTechnicalOrganisationaIMeasure theeuRE e
|

‘ DataSubjectRight ]

Processing 4——hasProcessing

S —

PersonalDataHandling
Purpose [4———hasPurpose

LegalBasis [«—haslLegalBasis

Machine-readable vocabulary for creation of technological solutions and enhancing interoperability
(A) Existing information — DPV

e.g. NLP? to analyse privacy policies — extract terms — perform legal analysis
(B) DPV — Generate Information

e.g. Utilise DPV to generate common ROPA? documentation for GDPR compliance

1 Creating A Vocabulary for Data Privacy (alt: Data Privacy Vocabulary (DPV)). Pandit, Polleres et al. 2019. https://zenodo.org/record/3934476
2 The Role of Vocabulary Mediation to Discover and Represent Relevant Information in Privacy Policies. Leone et al. 2020 https://ebooks.iospress.nl/volumearticle/56164
3 A Common Semantic Model of the GDPR Register of Processing Activities. Ryan et al. 2020 https://doi.org/10.3233/FAIA200876
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Consumer Protection slide#11

III. METHODS & POTENTIAL APPROACHES

Sources of Information: cookie/consent notices, privacy/other
policies, reports, publications, opinions of domain-experts;
Methodologies: surveys, interviews, focus groups, controlled
and in-wild experiments, engagement with service providers,
auditing, document analysis, data collection, data analysis:
Technological aspects: technological and algorithmic evalua-
tion of benefits and their provision in services:

Legal compliance: conformance with legal frameworks;
Legal rights: rights provided by existing laws regarding
benefits and information, e.g. Right to Access (GDPR A.15);

Information transparency: accessibility, availability, compre- [H OW] D O U Se rS B e n eflt F ro m

hensibility of information about benefits and its applicability; ..
Benefits within/across domains: benefits in the context of GlVlng Con Sent?

their respective domains, e.g. personalisation for retail and for

medicine can have different consequences: Harshvardhan J. Pandit*, Soheil Human*, Mandan Kazzazi*
Linguistic aspects: quality, formulation, sentiment, readabil-
ity, and vocabulary used in descriptions:

Users’ perspective towards benefits: knowledge, attitude,
preferences in general and specific to domains/services:
Users’ perception when consenting: assess comprehension
of benefits when interacting with consent requests, e.g. if a
purpose is a benefit, to whom, and in what context:

Users’ perception after consenting: assess (immediate and
long-term) comprehension of promised and received benefits;
Service Provider perspective: knowledge, attitude, percep-
tion, framing of service providers regarding benefits;

Actors involved: different parties involved and their relations;
Representation: UI/UX aspects, nudging, dark; patterns
Other human-centric aspects: heterogeneity, cognitive, col-
lective, and contextual aspects [5] in relation to benefits.

https://zenodo.org/record/4601141 To be Presented at Workshop
on Technology and Consumer Protection (ConPro) - co-located
with IEEE Symposium on Security and Privacy (IEEE S&P)
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Projects I’'m working on slideft12

e RISKY: Exploring Privacy Risks of Technologies using
Knowledge Graphs
o https://harshp.com/research/projects/risky
Funded by Irish Research Council for 2 years
Create a vocabulary of known risks (using DPV)
Associate risks with scenarios, technologies, concepts
For ‘new’ situation, discover risks from existing knowledge

O O O O

e Privacy as Expected: Consent Gateway (PakE:CG)

o https://privacy-as-expected.org/
Funded by EU H2020 NGI Trust grant for 9 months
Update Consent Receipt to GDPR / CCPA requirements
Browser extension + server component to generate receipts
Gateway: third-party notary ‘signs’ receipt as a witness

©)
©)
©)
©)
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Consent Community Group

GROUPS
gUSINESS
o= cOMMUNITY & -

~
W34 .‘ ® CURRENT GROUPS | REPORTS ABOUT

Home / Consent Community Group

CONSENT COMMUNITY GROUP Tools for this group

The concept of consent plays an essential role in the use of digital technologies as an T Mailing List
enabler of the individual's ownership, control, and agency. Regulations such as the

GDPR assert this relationship by permitting use of consent as one of the possible legal ’ IRC

bases for the lawful practice of data processing. Through this, obtaining consent is ﬁ RSS

widely practised in the digital world, and can be perceived as an essential means to

enable the individual's agency regarding the management and ownership of their 4 Contact This Group

personal data. While different legal frameworks specify various requirements and

obligations regarding the legal validity of consent, which should be, e.g. valid, freely

given, specific, informed and active; existing and ongoing research shows that the Get involved

majority of people are not empowered to practice their digital right to privacy and

lawful "consenting” due to various malpractices and a lack of technological means Anyone may join this Community Group. All participants in this
acting in the individuals’ interest. This group aims to contribute towards the group have signed the W3C Community Contributor License
empowerment of humans concerning their rights of privacy and agency, by advocating Agreement.

interdisciplinary, pluralist, human-centric approaches to digital consent that are
technologically and legally enforceable. The mission of this group is to improve the
experience of digital "consenting” while ensuring it remains adherent to relevant
standards and laws. For this, the group will: (i) provide a space for people and
stakeholders to come together (i) highlight and analyse concepts, issues and
problems about digital consenting (iii) propose and develop solutions. Some concrete & Harshvardhan J.

JOIN OR LEAVE THIS GROUP

Chairs

areas for the working of this group are: (a) developing interdisciplinary solutions; (b) Pandit
documenting and achieving legal compliance; (c) improving the user experience; and

(d) utilising existing and developing new concepts and standards for digital consent. ﬂ Soheil Human
Group's public email, repo and wiki activity over time
2020
2021

M A M] ] AS OND

Participants (26)

Note: Community Groups are proposed and run by the community. Although W3C hosts these

ant the views of the W3C Membership or staff Q - * M . ﬂ &
-
aa &
No Reports Yet Published ~ w E

Chairs, when logged in, may publish draft and final reports. Please see report re

conversations, the groups do not necessarily re

all participants
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Thank you for your time!

Consent: Where are we going?
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Legal Requirements

Notices and Information

Ul / UX — Dark Patterns
Multidisciplinary approach

Existing research and State of the Art
Technological signalling of choice/preference
Standardisation

Metadata / Data Privacy Vocabulary
Consumer Protection

Consent Receipts

Community Groups
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