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Ever visited a website and
oot blocked by a popup?

Was it annoying?
Why was it there?
What do you think is the quickest
way to get rid of it?
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Before you continuye

Google uses cookies and other data to deliver, maiptain, and improve our services and
ads. If you agree, we'll personalize the content-dnd ads you see based on your activity
on Google services like Search, Maps,and YouTube. We also have partners that
measure how our service e-used. Click "See more” to review your options or visit
g.co/privacytools anytime.

See moic

Consent dialogue on https://google.ie MAR-14 2021
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Make the ads you see more useful to you

Cortral the Informaticn Gaogle usas 10 show you &ds

Soc marc usetul ads on Youlube and BNag+ milo < o

Ads Perzanalzation on Google Search

Soe maee usetul ads when voure usng Gaoge Ssarc”

Google

Engish Sign in

Confirm your choices for cookies and other data

Revizew the follaming key pores anc explore your cptons on this pege. Cick | agres”
when yourre reaay 1a condrme Yew can wihdraw yaur censend anghme vath oftect bar
the future,

Date we process when you use Google

o When you S29rch Toe 8 restaurant on Google Maps o walch 8 vidao on YouTube,
for snample. we process mfooms lion sbou! Lha! selivity - including infurmauon ike
the viceo you watched, device 1D, IP addresses, cecode data, and lecatian,

» Weo akao process the Kinds of infermaton described above when you use apps or
zilez Lhyl use Guoghe servives Tke sds. Analylivs, snd Uis YouTube video playver.

Why we process it

We prucess this duts fur the purpuses described in our policy, including o

o Hapour sardces delvar mare Laatul customized contant such 35 man relevant
gegrch resulls,

> oo [ e
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There are many prrvacy controls thal you can use, even when you're signed
achiews the Google expencnce that you want. Yau can revsew thase cantra
In"Other oplions™ ar visit hacytoo's anytime

Edit Search Settngs

Contrel whether or nol search resulls ace sffecied by search scinity in i
Edit Ad Settings

Adjust the tyfes af ads you so0 fram Google

Cdil YeuTube Sellings

Contrel whether or not your YouTube experience iz affected by YouTube
watich activty in this browser

e Laarn how Googhe uses data 1o improve your expariance

Tip: If yeu sign in to your Google Account befees agreeing, we'll remembe
across all af yaur signad-in devices and brawsers

T ——

Companies are required to show you a
“NOTICE” informing what data they
collect and how they use it.

Where this is based on your
CONSENT, they need to ask your
permission before they can proceed.

Since every website visit collects and
uses your personal data, this means
there’s a notice & consent process
every time you visit a website ...
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There are many prrvacy controls thal you can use, even when you're signed
achiews the Google expencnce that you want. Yau can revsew thase cantra
In"Other oplions™ ar visit hacytoo's anytime

Edit Search Settngs

Contrel whether or nol search resulls ace sffecied by search scinity in i
Edit Ad Settings

Adjust the tyfes af ads you so0 fram Google

Cdil YeuTube Sellings

Contrel whether or not your YouTube experience iz affected by YouTube
watich activty in this browser

e Laarn how Googhe uses data 1o improve your expariance

Tip: If yeu sign in to your Google Account befees agreeing, we'll remembe
across all af yaur signad-in devices and brawsers

T ——

Companies are required to show you a
“NOTICE” informing what data they
collect and how they use it.

Where this is based on your
CONSENT, they need to ask your
permission before they can proceed.

Since every website visit collects and
uses your personal data, this means
there’s a notice & consent process
every time you visit a website ...

How many clicks to “Accept” ==>1
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There are many prrvacy controls thal you can use, even when you're signed
achiews the Google expencnce that you want. Yau can revsew thase cantra
In"Other oplions™ ar visit 3 anytinmse

Edit Search Settngs

Contrel whether or nol search resulls ace sffecied by search scinity in i
Edit Ad Settings

Adjust the types of ads you soe fram Goegle

Cdit YeuTube Sellings

Contrel whether or not your YouTube experience iz affected by YouTube
watich activty in this browser

e Laarn how Googhe uses data 1o improve your expariance

Tip: If yeu sign in to your Google Account befees agreeing, we'll remembe
acress all at your signad-in deviceamimbeowsors
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Companies are required to show you a
“NOTICE” informing what data they
collect and how they use it.

Where this is based on your
CONSENT, they need to ask your
permission before they can proceed.

Since every website visit collects and
uses your personal data, this means
there’s a notice & consent process
every time you visit a website ...

How many clicks to “Accept” ==>1

How many clicks to “Reject” ==> 3
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Do you think this is:
LEGAL ?

ETHICAL ?
NECESSARY 7
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law

e.g. GDPR / CCPA / ePrivacy I Who'is giving consent?

Outlines permissions, obligations I w:g: i?ott[‘sgyb;f:% ())/uknn(j)%v?

Defines Legal Basis

Restrictions I What needs to be c?onfirmed? )
Conditions e.g. freely given . How do they perqelve/comprehend;)
Quality (sic.) e.g. explicit ' What kinds of actions can they take®

Information requirements e.g. notice , ©an they indicate their intention?

human-centricity

technology
How to request consent? How to specify information/notice?

How to collect consent? Where to show notice?
How to record consent? How to indicate choice/optionality?

How to demonstrate/validate it? | What prominence is used?
How to revoke/withdraw consent? = Are interactions clear and usable?
How to signal choice / consent? | Layers to hide complexity?
How to share consent? ~ Speed vs Density vs Accuracy
I
. HCI / Ul-UX

v
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QuantcaSt Data Controller

Third Party We value your privacy

Technology

We and our partners store and/or access information on a device, such as cookies and process personal data,
such as unique identifiers and standard information sent by a device for personalised ads and content, ad and

content measurement, and audience insights, as well as to develop and improve products. PUrpose
Personal Data Category

With your permission we and our partners may use precise geolocation data and identification through device
scanning. You may click to consent to our and our partners’ processing as described above. Alternatively you may

click to refuse to consent or access more detailed information and change your preferences before consenting.
Legal Basis = Consent

Please note that some processing of your personal data may not require your consent, but you have a right to
object to such processing. Your preferences will apply to this website only. You can change your preferences at

any time by returning to this site or visit our privacy policy. Richt to Withd C ¢
ight to Withdraw Consen

Disagree? Refuse Consent? Options for ...? Agree to statement ? Give Consent ?

DISAGREE MORE OPTIONS AGREE

https:/www.quantcast.com/ THU 17 NOV 2021

What is your first impulse to do here?

What button do you think you would have clicked?
What button do you think most people click?

8

GDPR Art 4, 7,13, 14

Information to be provided in a “Notice”
- |dentity of Controller

« Purpose

- Processing Categories

- Personal Data Categories

- Right to Withdraw Consent

- Data Storage Periods

- Data Sharing / Recipients

- Trans-border data flows

« Technical and Org. Measures
 Risks envisioned (sic.)

« Automated Decision Making
* Novel technologies
 Profiling / Surveillance (sic.)

Consent should be:

1 .Freely given — without coercion, no obligation

2 .Specific — exact and limited in scope

3.Informed — prior knowledge about consequences
4 .Un-ambigious — clear indication of consenting
5. Revocable/Withdrawable — can be “cancelled”
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1. The button for “giving consent” is differently
styled than the one for “refusing consent”
2. A person is more likely to click on the
QuantcaSt “brighter” styled button i.e. “Agree”
We value your privacy 3. Thisis because we have been primed to

We and our partners store and/or access information on a device, such as cookies and process personal data, interact with dlglta] interfaces Consisting of
such as unique identifiers and standard information sent by a device for personalised ads and content, ad and . .
such design choices on computers,

content measurement, and audience insights, as well as to develop and improve products.
smartphones, switches, machinery ...
With your permission we and our partners may use precise geolocation data and identification through device

scanning. You may click to consent to our and our partners’ processing as described above. Alternatively you may 4 ThlS creates an unfalr situation where d
click to refuse to consent or access more detailed information and change your preferences before consenting. person is enticed to give away their consent

Please note that some processing of your personal data may not require your consent, but you have a right to and pel‘SOnal data
object to such processing. Your preferences will apply to this website only. You can change your preferences at 5 Through thiS companies manipulate people
any time by returning to this site or visit our privacy policy. . ) . ‘: ”
into clicking “accept” even when they have not
read or understood what they agreeing to
6. This results in an unfair choice !

DISAGREE | l MORE OPTIONS \ AGREE

This is called a “Dark Pattern”

Have you seen similar manipulations
elsewhere? Can you recall some examples?
Are you aware of being manipulated?

https:/www.quantcast.com/ THU 17 NOV 2021
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< BACK Quantcast

We value your privacy

® ®
Even lf ()u Cll Ck Review and object to processing of personal data without your consent on the basis of a legitimate interest for
y each purpose and by each partner below. Expand each purpose or partner list item for more information to help
make your choice. To object to the special purposes of ensuring security, preventing fraud, and debugging, and
technically delivering ads or content click on a partner's privacy policy link.

* Disagree’, PPN OBJECTALL  ACCEPT ALL

LEGITIMATE INTEREST PURPOSE(S)

Select basic ads

Create a personalised ads profile

LEGITIMATE INTEREST

Select personalised ads

Create a personalised content profile

Basically, a “FU, I'll do whatever |

Select personalised content >

wdad nt" Situqtion by com pq N ies ceo PARTNERS  LEGITIMATE INTEREST

10
What Is the Internet Doing to Me? | 18 November 2021 | Trinity College Dublin || Harshvardhan J. Pandit | pandith@tcd.ie | @coolharsh55 || slides at: https://harshp.com/research/presentations


mailto:pandith@tcd.ie
https://harshp.com/research/presentations

@O

More Dark Patterns...!
Go to https://www.darkpatterns.org/ for a comprehensive overlook

| collect academic literature on dark patterns here: https://www.zotero.org/hpandit/collections/WXB75TJ5

O Burden with too many choices

O Use design to entice one option over another
O Easier to select one option than another

O Block you from using until you give consent
O Keep asking again and again ...

O Use opt-out instead of opt-in

WE HAVE COOKIES
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Is this even Legal ...?

You ask, | say NO, the authorities haven’t said much anyway ...

O Yes, this is not valid as per the GDPR requirements
O Why hasn'tit been fixed?
O Because EU has an enforcement problem !

O A Data Protection Authority or Supervisory Authority is responsible for investigating such issues. BUT
* They are under-funded
* Court proceedings take time
* They are reluctant to carry out partial investigations (it seems)

* Thisisa L AR G E scale problem - millions of websites probably

12
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Sometimes it outrightillegal !!!

Consent “assumed” even before you make a choice [1]

Consent “assumed” even if you click disagree [1]

Incorrect use of legal base e.g. use Legitimate Interest instead of consent [2]
Collect consent for ~1000 third parties with a single click [2]

Make it difficult to withdraw consent [2]

O O O O O O

Keep fighting court cases instead of fixing obviously illegal practices [3]

[1] For example, see Nouwens, Midas, et al. "Dark patterns after the GDPR: Scraping consent pop-ups and demonstrating their influence." Proceedings of the 2020 CHI conference
on human factors in computing systems. 2020. https://people.csail.mit.edu/ilaria/papers/Midas-MITCHI2020.pdf

[2] Matte, Célestin, Nataliia Bielova, and Cristiana Santos. "Do cookie banners respect my choice?: Measuring legal compliance of banners from iab europe’s transparency and
consent framework." 2020 IEEE Symposium on Security and Privacy (SP). IEEE, 2020. https://hal.inria.fr/hal-03117294/document

[3] See investigation reports and documents published regarding WhatsApp v DPC Irelcm% and Facebook/Meta v DPC Ireland (2021)
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Protecting Privacy

Techs, Tools, & Approaches
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Enhanced Tracking Protection

" Trackers follow you around online to collect information
' about your browsing habits and interests. Firefox
blocks many of these trackers and other malicious

scripts. Learn more

Standard

Balanced for protection and performance. Pages will load normally.

(O Strict

Stronger protection, but may cause some sites or content to break.

Firefox blocks the following:

e Social media trackers

e Cross-site cookies in all windows (includes tracking cookies)
e Tracking content in all windows

e Cryptominers

« Fingerprinters

& Heads up!

This setting may cause some web sites to not display content or work
correctly. If a site seems broken, you may want to turn off tracking
protection for that site to load all content. Learn how

Custom

Choose which trackers and scripts to block.

Send web sites a "Do Not Track” signal that you don't want to be tracked Learn more
O Always

Only when Firefox is set to block known trackers

Manage Exceptions...

DNT: Do Not Track

Privacy Signals of the Past

O A relatively “simple” boolean signal (set / not set)

O Sent with every web communication as a preference/signal

O Indicated to websites/companies whether to track you or not
O Standardised (kind of) as a specification

O Supported by all Major Browsers

O Lots of disagreements on what “tracking” should mean

O Seemed like a great idea on the precipice of bringing change

Seemed great until ...

O Microsoft made it SET/ON by default in Internet Explorer

O Debates, fights, and discussions ensued

O Long story short, it got killed. Hard.

O Even though most browsers still allow setting this signal,
websites don’t respect and neither do the authorities seem to
consider this a valid signal

Wikipedia actually has a great summarised version of the

events: https:/en.wikipedia.org/wiki/Do_Not_ Track
15
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Global Privacy Control (GPC)

Privacy Signals of the Present

EXAMPLE 1: Example GPC Request

GET /something/here HTTP/1l.1

Host: example.com —
Sec-GPC: 1 abine Abine

@ Brave Privacy Browser
O D Disconnect
N \ ‘ﬁ o

()' DuckDuckGo Privacy Browser

% Firefox

Turn On GPC Send the Signal Exercise Your Rights
N OptMeowt by privacy-tech-lab
Enable Global Privacy Control to Your browser will send the GPC signal to Participating websites can respect your ’
communicate your privacy preference. websites you visit. privacy rights accordingly.
@ Privacy Badger by EFF
https:/globalprivacycontrol.org/ DNT re-invented

Instead of “track”, its “sell” as per CCPA
Will this work with GDPR? Yet to be seen.
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Advanced Data Protection Control (ADPC)

Privacy Signals of the Future?

Reducing friction
Replacing outdated banners

You hate ‘cookie banners” too? ADPC would allow users to set their privacy

preferences in their browser, plugin or operating system and communicate
My privacy is
none of your business

them in a simple way - limiting friction in user interaction for providers

and users alike, as foreseen or panned in various innovative laws.
https:/noyb.eu/en

ore Information

| Agree Find out how it works!

https:/www.dataprotectioncontrol.org/

Seems like a spiritual successor to P3P, which
allowed users to set privacy related preferences in
a machine-readable format. Was deemed too
complex, unpopular, difficult to implement, and
project was shelved. https:// www.w3.org/P3P/
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SOLID: A Decentralised Web

https://solidproject.org/

Centralised

O Companies decide how to collect, store data
O Companies decide how/where to use it

O Companies offer you choices and controls

Decentralised

O You “control” where your data is stored

O You “control” how it is used by apps/services
O You offer choices and controls

What will SOLID need to work?

O A new way to express privacy and preferences

O User-friendly Ul/UX without dark patterns

O Legal enforcement to make companies respect
negotiation of user preferences and settings
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What am I working on?

Privacy Risks, GDPR, Legal Compliance, Semantics
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Machine-Readable Metadata for Automated Approaches
Data Privacy Vocabulary1 (DPV), v0.3, 2021 https://w3.org/ns/dpv

__,[ Sector
___hasSector

O—hasPurpose—b Purpose §
, ‘ Resource A hasContext
hasDataController #DataController Context
PersonalDataCategory ]d—hasPerscnalDataCategory / ~ ) rdfs:subClassOf
[ AccountManagement } {OrganisationGovernance

Processing | hasProcessing

/hagDataSubject—b DataSubject

PersonalDataHandling ¢——— —hasRecipient—»{ Recipient

CommunlcatlonManagementJ { Personalisation

TechnicalOrganisationalMeasure

| < hasTechnicalOrganisationalMeasure

rdfs:subClassOf

DataSubjectRight ]
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Purpose ———hasPurpose — \ CustomerManagement ] [
k , ~ , J l RecordManagement
) . hasRisk ——— [ Risk ]
. . . EnforceSecurit
LegalBasis ¢—haslLegalBasis yJ {RegearchAndDevelopment
‘ ‘ —hasRicht——»r i
J Right HumanResourceManagement}
A

{LegalCompliance }

{ ServiceProvision

|

Marleting }

l

VendorManagement
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Real-World Use-Cases

Privacy Policy Analysis

https:/openscience.adaptcentre.ie/privacy-policy/personalise/demo/policy.html

Information We Collect

There are three general categories ghiaiataationaya collect.
data colected from user

1.1 Information You Give to Us.

1.1.1 Information that is necessary for provision of services

legiimate interest
We ask for and collect the following personal iut you when you use our service. This information is necessary for the adequate
performance of the contract between you and us and to allow us to comply with our legal obligations. Without it, we may not be able to provide

you Wikl Raeiaaested services.

o Account Information When you sign up for an account, we require certain information such as your first name, last name, email address,
and date of birth.

o Profile and Listing Information To use certain features, we may ask you to provide additional information, which may include your id
address, phone number, and a profile picture.

o |dentity Verification Information To help create and maintain a trusted environment, we may collect identity verification information (such as
images of your government issued ID, passport, national ID card, or driving license, as permitted by applicable laws) or other authentication

information.

o Payment Information To use certain features of the such as booking, we may require you to provide certain financial information (like your
bank account or credit card information) i facilitate the processing of payments
consent

1.1.2 Information you choose to give us

You may choose to provide us with additional personal information in order to obtain a better user eprocesserience. This additional information

21

hide legend

data category
data type
process
automated
legal basis
data source
data retention
processor
third-party
data-sharing
consent
rights
location
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How to Complaint Better?

Making it easier to report, investigate, document, and resolve issues online

Screenshot 4 Screenshot 5

select random area if unsure.

https:/brianlunch.github.io/ConsentAnnotationToolSite/#/study/

Screenshot 6

similar technologies as well as the options you have to

Cookies Settinps

Accept All Cookies

Choose a Document Template (Preview Below):
'GDPR

Save Document

Click here when you are haved used the tool.

An

notations [ Clear All j

.

C p

AN

Choose the Domain you are familiar with:
Hci

O

List of possible Issues:
Choices for consent are not symmetric
Additional Comments

Accept button is prominently styled ; is a dark
pattern

A

[} Nudging towards giving consent

[T] Interface blocks access

[_] Controls for preference are confusing

[[] Wording of information is not specific

[7] Disparity between expression of consent and
withdrawal
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contrel them

Cookies on Reddit

W UL Cookics en Sur webh s tes tor a rumbir of purpost
nduding ana r/tux.n::p rformance. functionality, ard
adwer lSlnq | 837 Mora abaut Radadit's jsasafconk

A Thiz Ccoki'e Nctice explaine

how we usz cookies and eimilar z2¢chnoicgize az well ac the options you have to

1

Cookias Satt s ‘C(.Pt All Cookies

GDPR violations by www.Reddit.com

The repu. ighighs e s o ativns of GDPR ¢ guses fuw ad in iz consen. dieliyus Loc o U webisile waw Sedoilosn o o Wad, 14 Ao 2021 13:17:30 GMT.

1 - Hci- GDPR

Issuc Name: Chaices for consent are not symmetric

<sor Lommentzaccap! button s prominantiy siyled 1z a dark gattern

« Laws Name: Fredy Given (R43, A4-11)

Law Desc-plion: conzent of the cata subjec: meare any Iree y given, *pecific. infarmed anz unarmEiguols indicaticn of the dotn s b ect 3 wisnes by a statament cr Ey a cle
a‘tirmative action, s/g¥'es 3graemaet to the pracessing of zersonal =312 relsting t2 Fim or her. I there |5 ro rejact tuton ar s imathe action 10 nat consart Zan0t te ma

Clivk amit dragg to laighag bt prolde vt Armas of e icwge. S3mect candom Arma il insnm

Screenshot 2

Your Privacy

Strictly Necessary Cookies

Annlutice 2 Darfarmanra

Your Privacy

when you visit any webslte, it may store or retrieve Informatien on your
browser, mostly in the form ot cockies. This intormation might be about you,
your prefarences or your device and is mostly used to make the site work as

— - -

Attps://brianlunch githubso/ConsentAnnotation ToolSite/#/Co

e chy 1aenTTy yeu, DUt It
\>\ SAUSe we rescec your
<< 1 Of 3 ez of rookies. Click on

Advertising CookiS i 3|

1an1ge our delaull

[

ettinas. Howsver blacking soma tvnes of conxies mav impact vo
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