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DPVCG:W3C Data Privacy Vocabularies ana
Controls Community Group

~—— s GROUr?
2 coMmUNITY & BUSINES ) Initiated by SPECIAL - A European H2020

y‘ CURRENT GROUPS  REPORTS PI’OjeCt Ta Ma)’ 2018

Started with focus on GDPR, Expanded scope

Home ¢ Data Privacy Vocabularies...

DATA PRIVACY VOCABULARIES AND CONTROLS Tools for this group to global vocabulary
COMMUNITY GROUP ating s

Wiki
The mission of the W3C Data Privacy Vocabularies and Controls CG (DPVCG) is to O Pq b h .
develop a taxonomy of privacy and data protection related terms, which include in IRC P e n e I I l e rs I P
particular terms from the new European General Data Protection Regulation (GDPR),

such as a taxonomy of persanal data as well as a classification of purposes (i.e.,
purposes for data collection), and events of disclosures, consent, and processing such Contact This Group

personal dta Mission: Provide a machine-readable

The DPVCG was created as an outcome of the W3C Workshop on Data Privacy Controls Get involved
and Vocabularies in Vienna in 2017, and started on 25th May 2018 - the date of the

enforcement of GDPR. Since then, the DPVCG has worked to fulfil its aims and VO Ca b U I a r)’ fO r d e S C ri b i ng Wh O/Wh at/WhY/

S - : Anyone may join this Community Group. All §
objectives, and produced the Data Privacy Vocabulary (DPV) as a deliverable. e i T T T

Membership to the group is open to all interested individuals and organisations. To ARESIEnt Wh e re/ h OW/Wh e n Stu ff re I ate d tO Pe rS O n al
join the group, you need a valid W3C account - which is free to get and can be
Data & Privacy

Github organization

requested here. The group meets usually through online meeting calls, details of
which, including past minutes, can be found here. The group also interacts through a
mailing list regarding topics, discussions, sharing of agendas, actions, and other

https://www.w3.org/community/dpvcg/
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Knowledge & Semantics

Concept 15 subtype of

Relation
is instance of _| Concept » Concept

Concept

3 “Data Privacy Vocabulary (DPV)” - Harshvardhan |. Pandit | PIDSKG-LUX 2022 | pandith@tcd.ie @coolharsh55 | https://harshp.com/research/presentations | CC-by-NC 4.0



mailto:pandith@tcd.ie

Knowledge & Semantics

Concept 15 subtype of
Relation
is instance of _| Concept » Concept
Concept
hasPersonalData g ¢ ersonalData
DataController hasDataController
hasProcessing Processing
DataSubject g hasDataSubject /
. hasP
hasRicht PersonalDataHandling asT Tpose » Purpose
& - hasLegalBasis

Right &

hasTechnicalOrganisaitonalMeasure

hasRecipient LegalBasis

TechOrgMeasure <

The Base / Core Model in DPV Recipient
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Alternate Models that suit YOUR use-cases
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Knowledge & Semantics

Concept 15 subtype of
Relation
Concept
hasPersonalData PersonalData
DataController hasDataController Taxonomies for Core Concepts
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The Base / Core Model in DPV Recipient
hasl)wjfff" DataSubject
. hasPersonzlData J,‘ PersonalData r hasLegalBasis
DPV-GDPR: GDPR Extension for DPV o N
version 0.7 " hasRecipi irdPar
ersion 0 hasProcessing Eroe o htsl?e}.)pnel:ﬂmdf‘alty »{ ThirdParty
e P~ aslat S
Draft Community Group Report 25 May 2022 . haslurpose — ~
Service » 'urpose

Latest published version:
https:/iw3id.org/dpv/dpv-gdpr
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Extend for Domains / Jurisdictions

~ hasDataControlle
e —
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r
»’ DataController

\\\
| DataProcessor

Alternate Models that suit YOUR use-cases
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Technical & Organisational Measures - How? Where?

4
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DPV

How o Use DPV?

Expressable / Shareable / Agreeable Knowledge

DRY: Don’t Repeat Yourself - REUSE
DRY: DO R Y If - EXTEND “1:
epeat Tourse Concepts Interoperability
Code Documents Registry Policies Script Tools Systems
Annotate your imports / exports / servers /data stores / : :
: Express legal requirements and constraints
metadata with legally relevant concepts and models ,
using the same concepts
Incorporating knowledge from a variety of sources: ComplianceCheck Verify what your compliance status is and
what you need to do

Laws in different jurisdictions
ISO/IEC standards

NIST, ENISA - CYbEI’SECUI’itY frameworks Enforce good practice and provide guidelines

Common ‘pain pOiI‘ItS’ e.g. PIA/DPIA & Data specific to concepts used in your use-case

Transfers Guidance |dentify the best alternatives e.g. security
measures - based on technologies used
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Information...
Information...
Information

Government

= Permission Management]

= Policies

Universities
Browsers

e g Po-sonal Devices

in Use & Sharlng

Privacy Policies — End-User Consent

m  Access Control

L

— “ —] |= Apple Store Labels

Banking

Documentation of Use-Case| |* Internet Communications

Input to Assessment Tools ;_ Daaet PUbl'S'ng
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Challenges to DPV

Deontic Logic is not expressed by this audience Solove’s Privacy Taxonomy

* Too much variation in Global concepts for PROCESSING.
INFORMATION Aggregatiqn
uniformity e.g.‘Sell’ in CA/USA vs EU o oo
@ Interrogation segr;?fs%r? e
: : —_—
° Legallty + PI"IV&C)’ w — ~———3» | DATA HOLDERS INFORMATION
DISSEMINATION
* Learning curve and barriers to adoption — e Dbctirs
) Increa si):jp?\scl::ss ibility
* Integration of standards e.g. ISO INVASIONS oo

Distortion
Intrusion

Decisional Interference

* Technologies e.g. cookies, databases, algorithms

* Prove completeness and correctness in real- o .
The scope of DPV is in a progressive flux

It needs a diverse multi-disciplinary cohort
of experts to finalise concepts

world use-cases
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Lessons Learned From Applying DPV to Solic

STANDARDS?
INTEROPERABILITY?

LAWS?

(a) see EU Data Act and Data Spaces https://digital-strategy.ec.europa.eu/en/policies/strategy-data
(b) GDPR Art.4-7 Controller definition, and Belgian DPA Decision on IAB’s controllership https://www.dataprotectionauthority.be/citizen/iab-europe-held-responsible-for-a-mechanism-that-infringes-the-gdpr
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Conceptual: DPV follows existing legal STANDARDS?
terminology; Solid uses terms from its '

ecosystem: pods, users, agents, and policies | INTEROPERABILITY?
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Conceptual: DPV follows existing legal STANDARDS? Data Sharing beyond Pods!?
terminology; Solid uses terms from its ' Sticky Policy?
ecosystem: pods, users, agents, and policies  INTEROPERABILITY? HESri-Relll DEI= RO LI 1Y

Pod = No legal equivalent concept® Technical Measures!?

User = Data Subject LAWS! Management of data safety and identity security?

App = Data Controller How much is the user’s responsibility?

User = Data Controller?(b) Pod Location = Laws apply

App = Joint Data Controller? Non-EU >> Data Transfer >> EU
Legitimate Interest!

Legal Basis = Permission? Public Benefit? Transparency Obligations !

Permission = (always) Consent!? Legal Obligation?

Notices! Consent Request!
Rights!?
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#A Users bear all responsibility

Lengthy terms & conditions, deceptive practices, re-emergence of
wild wild west (puns intended).
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Consent is not possible here since Users do not have the power to
give it. Too much uncertainty and liability for apps’ to get into.
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What data do Agents need to operate! Who creates these Agents!?
Will they encode the correct values??? How to choose Agents!?
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#D New laws for decentralised governance

We're already struggling with reforming existing laws for current
technology. It is impractical to pin all hope here for radical changes.
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technology. It is impractical to pin all hope here for radical changes.

#E New Paradigms, New Roles, New Codes,

New Responsibilities, New Laws
Throw away the existing model, don’t replicate the evils and start
with a clear model of how responsibility functions. Too much effort
to get right and very very difficult to have “buy-in” from companies.
But not unrealistic - see Apple’s heavy-handed push regarding
fingerprinting in iOS.
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Links
This presentation: https://harshp.com/presentations
DPV: https:/Iw3id.org/dpv
DPVCG: https://www.w3.orglcommunity/dpvcg/
Github: https://github.com/w3c/dpv/

Adapter from prior presentations: FAIRPoints2022, PEPR2022
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