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From Compliance Information to Compliance Automation

GDPR Requirement := Maintain Information
Actors = Departments, Authorities, Data Subject, Processor, Controller

Information := Personal Data, Purpose of processing, Implementation details,
Storage, Recipients, Technical or Organisational Measures to protect data

X

/ \

1) automation possible only if information is machine-readable Lawmakers

Tasks := Ensure correctness of information, Evaluate compliance
2) solutions can be shared only if information is interoperable

Outputs := Internal Reports, Register of Processing Activities (ROPA), AN
Privacy Notices, Controller-Processor Communications O

//\\
Authority

3) solutions need to be consistent for uniform compliance

Our solution:
The Data Privacy Vocabulary (DPV) https://w3id.org/dpv/
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DPVCG Data Privacy Vocabularies
and Controls Community Group (DPVCG)

SPECIAL

Published

@
Q) m— “" https://www.W3.0rg/groups/ca/dpvea/

SPECIAL R2ULU IOl ' .
hops fapec alpfivacy ercim e

 DPVCG

See DPV spec for more details.

) '~ join us!
/DPV . Data Spaces
v0.8 candidate TR —_—
Enforcement DIEY | : I! 2023 ePrivacy imerine
2018 - P Regulation 2025
2018 Data Governance
Act (DGA) Al Act
Enforcement

i !
I We invite comments and feedbacks for |
| u . . g u I
. ' publishing DPV v1 - a significant milestone.
GDPR DPV Specification P J J |
| |
| |

https://w3id.org/apv/ Comment period: up to OCT-15
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DPV Core Concepts

Purpose
Personal Data
Processing
Legal Basis
Legal Role
Tech/Org
Measures

Risk

Rights

Training
Policies --
Notices

Access Control
Encryption ---tt
Security Protocols

Subject Access Request (SAR)
Data Portability .-ud

Organisational Measure

Risk Assessment L.
Mitigation Measure

Risk Level

r 3

hasOrganisationalMeasure

hasTechnicalMeasure

Technical Measure

Data Controller
Data Processor i
Recipient !
Third Party
Data Subject

Risk

Serialisations
RDF (canonical)
CSV, JSON

Semantics
RDFS+SKOS
OWL2

hasRisk

Service Provision

| > Purpose -

hasPurpose

hasProcessing

-«

has<lLegalRole>

Legal Role

-

Personal
Data Handling

™

>  Processing

J

h 4

Legal Basis ---;

hasPersonalData

> Personal Data ----- :

hasLegalBasis

Contract
Consent
" Legitimate Interest
Legal Obligation

Marketing

Personalisation

Collect
Store
Use
Share
Transmit
Erase

Email
Name
Location
(sensitive data)
Blood Type
(special categories)
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DPV Taxonomies

Communication Management{__

Customer Managemenpt<{_

DPV provides rich hierarchical trees in
top-down fashion that go from abstract
to more specific concepts

Pu rpose ffi€arion Governance

has sector
.PurposesConcepts |

This enables expressing information
and rules at both high-levels of
abstraction and as specific
implementation details

Research and Development

Service Provision™

E.g. Purpose taxonomy

Vendor Management

Purpose - Personalisation
-» Personalised Advertising
-» Targeted Advertising

“Data Privacy Vocabuiary (L¥ V)™ - Harsnvaranan J. Fandit | SEIMAIN 1L 2UZZ

(_) Account Management
Enforce Securiby(

Marketing

Personalisa
\ ector

Personalisation

Use-Case Instances

) Communication for Customer Care

O

) Targeted Advertising

() Human Resources Management

Advertising
Legal Compliance

Personalised Advertising

Direct Marketing

PersonalisedAdvertising

W‘S@ ﬁ getedAdvertiSing

' TargetedAdvertising

Recommendations

Create Personalized Recommendations
t Recommendations

Personalised Benefits

User Interface Personalisation

Analytics
_ ) ldentify and Repair Impairments
Payment
Registration and Authentication
Requested.Service Provision{ )

Sell Products
Optimisation for.Consumer{ ) ) Optimise User Interface
Service Optimization

Optimisation For Controtter{_)

Sevice Order Management ) Create Event Recommendations

Create Personalized Recommendations{ )

) Create Product Recommendations

Service Personalization( _ Personalised Benefits

Technical Service Provision _ ) User Interface Personalisation

generated by SKOSPlay https://skos-play.sparna.fr/
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Contextual Information

| Multiple .
ThirdCountry Random Continuous
Federated Often Duration Jurisdiction
Country _
Decentralised ST o
Cloud 9u Scale Adequacy Decisions
ou Fixed Frequency .
Location Sporadic Frequenc

Local au Y Data Source
] Event Stat
Within Device atus :
| Temporal Automation

Status Thing —  Duration Audits
Endless Storage conditions
l—l—l Fixed nos Compliance
Decision Making
Audit Compliance Activity .
DataSubject Location
, Human Involvement
Approved Compliant Proposed Scale Data Volume
Conditionally Approved | | Non-Compliant Ongoing Geophysical Consequences & Impacts
Rejected Partially Compliant Halted
Required Indeterminate Complete
NotRequired
Requested
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Technologies and Implementations

Networking
GPS _ System
. - WIEi] Usage Location Component
TeChnOlogy 1S hOW yOu Bluetooth Algorithmic
LocalNetwork S ovisionMethod Service
: rovisionMethod —>»
Implement a process. CellularNetwork | ’ Goods
roauc

Subscription

T Technology
It can be a service, tool, or a Communication I _I FixedUse
echanism
system you develop, reuse, '—I Actor

or purchase from a vendor. bataTechnology  —— PTOCESSING OF Developer

personal data

Detect

. . - Provider

Representing them is Prevent [ SecurityTechnology
Mitigat
, " ; MOI?i?O? OperationalTechnology . | User
important to provide practical “oer
knowledge about personal SurveillanceTechnology e an imporat Sublec
part of the proposed

data and its processing. dentityTechnology p

ManagementTechnology
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DPV Extensions

"Extensions" are additional vocabularies that provide enrichments to concepts defined within
DPV (as the primary vocabulary).

Extensions can be rapidly changing concepts, opinionated models, domain or jurisdiction
specific taxonomies, or simply provided for convenience.

dpv-pd Personal Data concepts
dpv-legal Countries, EU Membership, Laws, Authorities, Adequacy Decision
dpv-tech Technologies and its provision and functioning
risk Risk Assessment and Risk Management
rights Exercising rights, communicating about rights, EU fundamental rights
dpv-gdpr GDPR specific concepts such as legal bases, data transfer tools, rights

“Data Privacy Vocabulary (DPV)” - Harshvardhan J. Pandit | SEMANTICS 2022 | pandith@tcd.ie @coolharsh55 | https://harshp.com/research/presentations | CC-by-NC 4.0
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DPV Applications

current work WOrK INn progress

1. Regqister of Processing Activities (ROPA) 1. Risk Management

2. Consent Records 2. Data Breach Records

3. Compliance Checking 3. Subject Access Request
4. Impact Assessments (PIA/ DPIA) 4. Data Portability

5. Data Input/Output Assistance 5. Data Transfers

6. Annotating code / documents 6. Privacy Policies

7. Expressing and Evaluating Rules /. Standards & Guidelines

“Data Privacy Vocabulary (DPV)” - Harshvardhan J. Pandit | SEMANTICS 2022 | pandith@tcd.ie @coolharsh55 | https://harshp.com/research/presentations | CC-by-NC 4.0 @
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Register of Processing Activities (ROPA)

Information flows between:
- Organisational units

. Processor  Payroll Controller Controller
- DPOs (internal/external) |

- Controller E_ =) E = s
- Joint-controller [ /2N T
- Processor Processor Marketing

- Auditors

DPV enables interoperable solutions for: ROPA DPO DPO
- Intra-organisation data fows 1 e
- Inter-organisation data flows

DPV can be used as:
- common language to communicate
- Internal language to build and use tools

- Authorities i E

Auditor Regulator
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DPCat: Data Processing Catalogue Specification

dpcat:ROPA dpv:Entity
~~dcab:Cadlog>> ~foaf-Agen,vcard:Kind>>

dcatdarasst v hashNAme 6 _q;‘;f(;';_"el?:f]:'\oglf;zd 1pv: ‘echnoidgy
dctorms:hasPart cpv:hasContact ! ¢

13 — | I<—I
R O PA as I n o r m at I O n sdcat:Dataset cpv:hasAddress . dpv ] egilinlelnlies)sass=255 nenl
dcatinseries v hasRepuesen =1ve dpvisimplemented I

dctcrms:t(nzmocrarl - v hasign=3®| 1 DalaSubecRighi UsirgTectnclogy _I
rov-wasGeneratedRy
Use DPV to represent concepts collated from EU DPAs dcatResource deat confoctPort

adms:siaus dpv:hasR23ponsiblzCntity .
dcatcontartPaint leal pudiishi= I dpv:DPIA I

about personal data processing based on GDPR dcevers on

dctorms:crcator dpv:hasTzchn calMcasurz \"4

determs description ras: subC assO cpv:hasCrganiseticnalVeasure
A HESLTE . >y dpv TechnicalOrgansalnnallAeas re Apy ImpactAssessment
dcterms:idertfiers 1 —;E_I—’ F 9 peimp

dpv:MiorConsul-aton I

dcterms:medificd I dov:LeaalEntit I Cpv:isMitigated A
I f I d' determs:pubisher el y ByMeasure , _I dpv:sataguard I
ROPA as 'information recor P | | o erricaiessne )
::dpv:PersonalDataHandling dp\"huxtl —— =dpvhcsRisce=—Pn|  dpV-RISK ——— - ' — .
Extend DCAT to use ROPA as a dataset that can be dovhasDataConiralcy (o s DataContci g I o K
dov:hasDatarotcction Officer dp\‘ﬁlﬁ“"(’;’;‘; Z;‘g:gﬁ’m AR GEE
. - = - nasLa Jons apv: StorageDektion :
packaged and shared and tracked with provenance DR B dphasRzp esentative — oo Contillersag cemert
docat: responsibleEntity dpv:nasRecipient i , v o
. s (1 0'/ N2 STOF (]2 e dpv:StorageCondiicn |4- AT
ldca(:catajog dcat:dwalaset —I dpv: StoragclLocaticn FrozessorAgieemant
' - f - ' . . 3 . IEacie F tHiw hasl ocalion
R O PA as I n O r m at I O n p rocess dpca_t;zo.-::?:talog dpc?fdcﬁatof::::/cord CpvihasLegaBasls oVl egarasis Hpy Hasl e-'l‘_;-.lR‘—Esis. ’_’ dpe Towalion I
cdamtLumog>> <<dpv{crzonalCataHardling>> A
" I I | dcat.cataog determs spatial m— dpv.Translel I
o 'S, q e o e VNS 21O COSS N Joi dpv:Processing dpv:Combine, dpv:Pronlirg I apv:Country I
ROPA based on actors such as controllers, processors, G eartedDy e eoource x
s:dcat'Resolrce dcatvarsion
. "y . . eotan - =dp\:hasHersonaala=» dpv:Parsonallata |<7dpv:&Fem;u(,'anegor/l-’ersonauatal
adme:siaus dcterms creator
unlts, DPOS, aUthor|t|eS and use DPV to bUIId SOIUt'OnS fOr dcat:.contactPoint acterms des;ription
Clolesws descrgtion COlevs el el v has Data Subject=9 dpv:DataSubjec: Id— dpv:VulnerasleDataSubjzct I dpv:"hrdCourtry I
: . HH dcterms:dertfers dcterms identifier : - - i g i -
Intemal USG OI‘ |nte rOpe I’abl|lty dctarms:pub isher dcterms modified
dcterme:title deterns publisher
determs title e (| p ¥ DA SP LID DSE =P dpv:Purpose I
sdpv:PersonalDataHandling _r 2 Pr—
dpv:hasDataControler dpvliesDakSourcs | pree=
dov:hasData rotoction Otticer + 1PV HASCIOT 2 € —, 11 CON2) o —p— ov-hmporiance :
vhacRanrne - : object prop=arty
dw.h::zaR..prc?cmau\./c I P I — e
ocet.responsibleCntity I tpv Aulom e ed Dedsion Makingg

DPCat: Specification for an Interoperable and Machine-Readable Data Processing Catalogue Based on
GDPR by P. Ryan, R. Brennan, and H. J. Pandit https://doi.org/10.3390/info13050244
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Consent, and Consent Records

:63ded36f-4acd-4£3c-991e-6cb636698523 a dpv:ConsentRecord ;
dct:hasVersion "27560-WD5" ;
dpv:hasIdentifier "63ded36f-4acd-4£3c-991e-6cb636698523" ;
dpv:hasDataSubject "96121fde-199£f-4848-8942-4436e270513a" ;

dpv:hasNotice "https://example.com/privacy-notice"”"xsd:anyURI ;

dpv:hasPersonalDataHandling [
a dpv:PersonalDataHandling ;
dct:title "Send Newsletters with Seasonal Offers"@en ;
dpv:hasPurpose dpv:Marketing ;
dpv:hasLegalBasis dpv:Consent ;
dpv:hasPersonalData dpv-pd:Email ;
dpv:hasDataController ex:Acme ;
dpv:hasProcessing dpv:Collect, dpv:Store ;
dpv:hasStorageCondition [
dpv:hasLocation dpv-legal:IE ;
dpv:hasDuration 63115200 ;
1 7
dpv:hasJurisdiction dpv-legal:EU ;
dpv:hasRecipient ex:Beta, ex:Epsilon ;
1 7
dpv:hasConsentStatus dpv:ConsentGiven ;
dct:hasPart |
a dpv:ConsentGiven, dpv:ExplicitlyExpressedConsent ;
dpv:isIndicatedAtTime "2021-05-28T12:24:00"""xsd:dateTime ;
dpv:hasDuration 63115200 ;
dpv:hasEntity "96121fde-199f-4848-8942-4436e270513a"
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One of the most common topics!

DPV (v0.1) initially modelled a simple
and straightforward consent model
based on common requirements

DPV v0.8+ has comprehensive
'Consent Records' to enable tracking
consent forms, events, and use Its
state in implementations

Intended conformance with standards
such as ISO/IEC TR 27560
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Rule-based compliance checking

Creation of rules requires domain experts (legal, logic, computing)
Use of rules requires real-world concepts - which DPV's taxonomies provide

Compliance checking can be combination of concepts:

implement_process = personal data A purpose A processing A recipient A legal basis

Compliance evaluation can be validation of constraints:

[ a sh:NodeShape ; sh:property [ sh:path dpv:hasLegalBasis ; sh:minCount 1 ; ] ]

EU H2020 projects have produced several rule checking mechanisms that can be
(re-)used, e.g. see SPECIAL, TRAPEZE, MIREL, DAPRECO, BPR4GDPR
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Examples of what DPV can be extended with:

Pan-Jurisdictional KG

dpv-ccpa: CCPA/US concepts and requirements
dpv-iso: Aligning DPV concepts with ISO terminology
dpv-dga: Modelling Data Governance Act (DGA) as an

extension of GDPR (via DPV)
DPV concepts are intended to be jurisdiction agnostic, with  =-=--===--=-=--=---omoommomom oo m oo
GDPR specific concepts declared in an extension: DPV-

DPV seems to incorporate several concepts from GDPF
but it is not exclusive to it.

[__4 4
A |

GDPR ,
| EU/EEA Membership
Similarly, other extensions can model different jurisdictions S | EUAdequacy Decision  sinsianceO l
and domains by extending from DPV as a base B N
VOC a b u I a ry isSubTypc-& Location B—— nhasAppl cablcLaw—> Law \
. B ) \
/ \
. . . . . . . . . . so_alpha2
For specifying instances for different jurisdictions within i50_elpha3 mh}s.segmng
the same graph, location can be utilised, e.g. Vi | | e
M, —hasAuthornty—> S —hasApplicablzsLaw \
xsd:string has.urisdiction Y <«——hasAuthority—— xsd:string

<Product> hasJurisdiction B .
<Controller> hasJurisdiction C . The dpv-1legal extension helps with pan-jurisdictional
information by providing a graph of laws, authorities, etc;

“Data Privacy Vocabulary (DPV)” - Harshvardhan J. Pandit | SEMANTICS 2022 | pandith@tcd.ie @coolharsh55 | https://harshp.com/research/presentations | CC-by-NC 4.0 |14
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Adoption and Use

SPECIAL H2020 Project https.//specialprivacy.ercim.eu/ - policy based compliance and provenance for GDPR

Signatu AS https.//signatu.com/ - automated tools and uniform machine-readable compliance

TRAPEZE H2020 Project https.://trapeze-project.eu/ - policies and compliance mechanisms for GDPR

smashHit H2020 Project https.//smashhit.eu/ - represent consent and contract as a legal KG

MOSAICrOWN H2020 Project https./mosaicrown.eu/ - model data processing as a legal KG

FAIRVASC H2020 Project https:/fairvasc.eu/ - represent patient consent information/forms, and DPIAs

GDPR data transfer compliance framework https.//doi.org/10.3233/FAIA210332 by D. Hickey & R. Brennan

>>> for more, see https.//www.w3.org/community/dpvcg/wiki/Adoption_of DPVCG
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Signatu AS - A SaaS Platform for GDPR nttpstisignatu.com/

Signatu delivers INNOVATIVE Legal
Compliance and Data Governance as
SaaS or Managed Service:

Contract
addendums

e Data model & Knowledge Graph

Subject
Request

e Controlled Vocabularies for Use-Cases

e Uniform and Reliable Application Personal data °'

A : f D : Breach : prOCESSing - Mor;irgzring
e Automation for Documentation Notification ' specification 5 e
e Data/Compliance is Machine-readable uses DPV

o
&

e Data/Compliance is Interoperable -  hitpsu/signatu.com/ Breach

Policy “eo 220 Register
Yy, e JoNIP

A9\

Legitimate
Interest

e Data/Compliance can be Queried

e Custom Views as Required Privacy

Notice

e (Going beyond data lakes/warehouses/silos
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TRAPEZE H2020 PereCt https://trapeze-project.eu/

Transparency, Privacy & Security for European Citizens

Open Securily & Privacy —_— t— "
Knowledge Base Controller's Personal Data Sources

(equivalent to OWL2 version)

i o 5

B o . : CSIRT/CERT :

T.- (& vmme € CaixaBank HEERCIM  kaspersiy : .
uLp & dvae  cgnicc I SATC  cimewomcr | i
T R ] I |

Uses DPV for creating a semantic policy language that | = Security & Privacy Transparency & Security & Privacy Personal Data |
T | Pri i d bi : = Control Compliance Help Desk ' Processing T
unitormly represents: Privacy policies, data subjects T Dashboard ~ Dashboard ¥ & Training o Sernvices o 3
consent, data protection regulations = = )L AN i
I E & A ; & | : ;:

| L | '

Machine understandable + automated compliance Pl R o\
checking using an OWL2 profile that uses formal 'S "7 FABRIC _JUJZ) | Consent & poicy logs > |
. . . ([ P : :
semantics to provide provably correct compliance (no ¥ < > ([0 oata requestiogs | Compliance Engine :
false positives nor negatives) E: e — ' ]
= e————— Compliance logs [«— ¥

. . . - : Consent & Policy DB T :

Real time COmpllance CheCklng' 200 [.ISGC/CheCk : \ DISTRIBUTED LEDGER (One channel per controlier) / :
I - 'l

Usability: The employees of TRAPEZE’s industrial ! R : I
partners can write their privacy policies — \ Controller's Personal Data Inventory 3 |-
o . L . s T e * 1 ? =
Facilitating adoption: JSON serialisation available ' S — o - . |

TRAPEZE Architecture Overview
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smashHit H2020 project nitpsi/smashhit.eu

A

Air Data

Building

Data
M universitat THE ) p ‘ vald Humidity [<—— g | Acoustic
I innshruck AR p e 7 ] GROUP ensor
e Invalid \ 1'\ Sensor Data |_p| Car Data

— Category
o Py FORUM ' Consent Contract _ Terms And
@ @50 infolripla viiv, =~ Ates 4 Conmordl Saus || Saus | | oeice | | Conion

HELSINKI UNIVERSITAT ERITYIS Road Data
Policy

Personal Data
Category

Ontology for GDPR-compliant sensor data sharing in the smart o ﬁ\i
cities and insurance domains that models both consent and I 4__-\ \
contracts as GDPR legal basis for data processing. County g.\‘“”'“— YT
................................................................ State u_a Geographical : \-

Sensor Data

Personal Data

Dataset

% Municiplaity ‘a/ r Storage Fulfilled

'g """g:"::y“"v Pending

§ | Paper Organisation Person Prgcaet:sor

§ Software Data

v App Based Video Agent Subject Coafr:::'er

T rifshasinpuData----------=-==--=-====----=-----
| .- smash+itCare:hasdataSubject -év ----- Contract ] Instant i - -
i st Reuses concepts from Data Privacy Vocabulary (DPV) to

v , : model personal data, purposes, consent, etc.
t Agenl DR smashHitOore:hasdata:ﬁubioct == [ Consent ]--smashl—lCorofouDataProoosa' g-»

smashHitCore is available at
https://qitlab.atb-bremen.de/smashhit/semantic-model

rdfs:s;xtx:iassOl
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The Data Privacy Vocabulary (DPV) reflects ~5 years
of efforts in creating an open resource providing

concepts related to personal data processing,
privacy, data protection, and GDPR

Risk Level \
Risk Assessment .
Mitigation Measure :
|
-- 7 RlSk

| a— ) . . . .
st s ot () __ . P !Z)PV S taxor_19m|es lprowde semantic
’ - hasRisk interoperability, which enables new,

Service Provision
| Puroose l Porsanalsaton iInnovative, smart, and automated
hasRight haéPurpose solutions
hasProcessing ‘
‘ ( %ﬂfg |
Personal Processing  ------ Use

Data Handling " Share

Transmit

Training
Policies -+
Notices

Organisational Measure

hasOrganisationalMeasure

‘C \ y Demonstrated usefulness for
Access Control . i
Secunty mtocois [T Technical Measure hasPersonalData  — |mp0rtant uSe-Cases, e.g. ROPA,
consent, compliance checking
g Name y
‘ | Tereondibela 1 (serk:ifiiteioc?ata)
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Data Privacy Vocabulary (DPV)

version 0.8

DPV Specification
https:/w3id.org/dpv
Github

httpS / 9 ithub.com/w3c/d pV/ We invite comments and feedbacks for publishing DPV v1 -
JOi N | ng D PVCG 3 significantCrE:Ler:teonr;eI; gfsd?z\; ff%%’}".ﬁ 5more details.
https:/www.w3.org/community/dpvcg/

Latest published version:
https://w3id.org/dpv
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