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Ever visited a website and
oot blocked by a popup?

Was it annoying?
Why was it there?
What do you think is the quickest
way to get rid of it?
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Before you continuye

Google uses cookies and other data to deliver, maiptain, and improve our services and
ads. If you agree, we'll personalize the content-dnd ads you see based on your activity
on Google services like Search, Maps,and YouTube. We also have partners that
measure how our service e-used. Click "See more” to review your options or visit
g.co/privacytools anytime.

See moic

Consent dialogue on https://google.ie MAR-14 2021
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Make the ads you see more useful to you

Cortral the Informaticn Gaogle usas 10 show you &ds

Soc marc usetul ads on Youlube and BNag+ milo < o

Ads Perzanalzation on Google Search

Soe maee usetul ads when voure usng Gaoge Ssarc”

Google

Engish Sign in

Confirm your choices for cookies and other data

Revizew the follaming key pores anc explore your cptons on this pege. Cick | agres”
when yourre reaay 1a condrme Yew can wihdraw yaur censend anghme vath oftect bar
the future,

Date we process when you use Google

o When you S29rch Toe 8 restaurant on Google Maps o walch 8 vidao on YouTube,
for snample. we process mfooms lion sbou! Lha! selivity - including infurmauon ike
the viceo you watched, device 1D, IP addresses, cecode data, and lecatian,

» Weo akao process the Kinds of infermaton described above when you use apps or
zilez Lhyl use Guoghe servives Tke sds. Analylivs, snd Uis YouTube video playver.

Why we process it

We prucess this duts fur the purpuses described in our policy, including o

o Hapour sardces delvar mare Laatul customized contant such 35 man relevant
gegrch resulls,
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There are many prrvacy controls thal you can use, even when you're signed
achiews the Google expencnce that you want. Yau can revsew thase cantra
In"Other oplions™ ar visit hacytoo's anytime

Edit Search Settngs

Contrel whether or nol search resulls ace sffecied by search scinity in i
Edit Ad Settings

Adjust the tyfes af ads you so0 fram Google

Cdil YeuTube Sellings

Contrel whether or not your YouTube experience iz affected by YouTube
watich activty in this browser

e Laarn how Googhe uses data 1o improve your expariance

Tip: If yeu sign in to your Google Account befees agreeing, we'll remembe
across all af yaur signad-in devices and brawsers

T ——

Companies are required to show you a
“NOTICE” informing what data they
collect and how they use it.

Where this is based on your
CONSENT, they need to ask your
permission before they can proceed.

Since every website visit collects and
uses your personal data, this means
there’s a notice & consent process
every time you visit a website ...
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Before you continuye

Google uses cookies and other data to deliver, maiptain, and improve our services and
ads. If you agree, we'll personalize the content-dand ads you see based on your activity
on Google services like Search, Maps,and YouTube. We also have partners that
measure how our services are-used. Click "See more” to review your options or visit
g.co/pfiN@eytools anytime.
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See moic

Consent dialogue on https://google.ie MAR-14 2021
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To choose what data is used 1o make Google senvices more useful 1o you, sign ir

Google Search personalization YouTube Search and Watch History
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Make the ads you see more useful to you

Cortral the Informaticn Gaogle usas 10 show you ads
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i i Coe persareliond weks scroes sl o poun biowsecs wed devives

Plusse aul your prelunoes ‘
—
Ads Persanalzation Acrozs th\eb
Soe moes usetul ads on You lube and ENg+ milio nba naw

Ads Perzanalzation on Google Search

Soe maee usetul ads when voure usng Gaoge Ssarc”

Companies are required to show you a
“NOTICE” informing what data they
collect and how they use it.

Where this is based on your
CONSENT, they need to ask your
permission before they can proceed.

Since every website visit collects and
uses your personal data, this means
there’s a notice & consent process
every time you visit a website ...
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How many clicks to “Accept” ==>1

Google

Revizw the follaming key pores anc explore your cpbons

the future.,
Date we process when you use Google

o 'YWhen you s=arch foe @ restaurant on Google Maps o

Why we process it

We prucess this duts fur the purpuses described inour

gegrch resullyf
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How many clicks to “Reject” ==> 3

How many clicks to “Truly Reject” ==> 12

Do you think this is:
LEGAL ?

ETHICAL ?
NECESSARY 7



mailto:pandith@tcd.ie
https://harshp.com/research/presentations

N0

Companies are required to show you a
“NOTICE” informing what data they
2 collect and how they use it.

e
7/

Before you continue to Google o
e use cookios and daa Where this is based on your

Deliver and maintain Google services CONSENT, they need tO aSl( y0ur
Track outages and protect against spam, fraud and abuse pel‘miSSiOn before they Ca,n proceed.

Measure audience engagement and site statistics to understand how our services are used and enhance the
quality of those services

If you choose to 'Accept all', we will also use cookies and data to

Since every website visit collects and

» Develop and improve new services

4 Deliver and measure the effectiveness of ads uses your personal data, this means
4. Show personalised content, depending on your settings ) o

El Show personalised ads, depending on your settings there S a' nOtlce & Consent process
If you choose to 'Reject all', we will not use cookies for these additional purposes. every time you ViSit a WebSite ves

Non-personalised content is influenced by things like the content that you're currently viewing, activity in your

active Search session, and your location. Non-personalised ads are influenced by the content that you're currently —p
viewing and your general location. Personalised content and ads can also include more relevant results, 3 9
recommendations and tailored ads based on past activity from this browser, like previous Google searches. We

also use cookies and data to tailor the experience to be age-appropriate, if relevant.

Select 'More options' to see additional information including details about managing vour priva attings. You can

also visit g.co/gifivacytools at any time. HOW many C]iC](S tO “Accept” ==> 1

More options

How many clicks to “Reject” ==> 2

NOV-
OV-21 2022 Hidden Gotches ? Several

After action by CNIL

(French Data Protection Authority)

<5 andp
A delvarm, >

1 12
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law

e.g. GDPR / CCPA / ePrivacy I Who'is giving consent?

Outlines permissions, obligations I w:g: i?ott[‘sgyb;f:% ())/uknn(j)%v?

Defines Legal Basis

Restrictions I What needs to be c?onfirmed? )
Conditions e.g. freely given . How do they perqelve/comprehend;)
Quality (sic.) e.g. explicit ' What kinds of actions can they take®

Information requirements e.g. notice , ©an they indicate their intention?

human-centricity

technology
How to request consent? How to specify information/notice?

How to collect consent? Where to show notice?
How to record consent? How to indicate choice/optionality?

How to demonstrate/validate it? | What prominence is used?
How to revoke/withdraw consent? = Are interactions clear and usable?
How to signal choice / consent? | Layers to hide complexity?
How to share consent? ~ Speed vs Density vs Accuracy
I
. HCI / Ul-UX
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QuantcaSt Data Controller

Third Party We value your privacy

Technology

We and our partners store and/or access information on a device, such as cookies and process personal data,
such as unique identifiers and standard information sent by a device for personalised ads and content, ad and

content measurement, and audience insights, as well as to develop and improve products. PUrPose
Personal Data Category

With your permission we and our partners may use precise geolocation data and identification through device
scanning. You may click to consent to our and our partners’ processing as described above. Alternatively you may

click to refuse to consent or access more detailed information and change your preferences before consenting.
Legal Basis = Consent

Please note that some processing of your personal data may not require your consent, but you have a right to
object to such processing. Your preferences will apply to this website only. You can change your preferences at

any time by returning to this site or visit our privacy policy. Richt to Withd C ¢
ight to Withdraw Consen

Disagree? Refuse Consent? Options for ...? Agree to statement ? Give Consent ?

DISAGREE MORE OPTIONS AGREE

https:/www.quantcast.com/ THU 17 NOV 2021

What is your first impulse to do here?

What button do you think you would have clicked?
What button do you think most people click?

7

GDPR Art 4, 7,13, 14

Information to be provided in a “Notice”
- |dentity of Controller

« Purpose

- Processing Categories

- Personal Data Categories

- Right to Withdraw Consent

- Data Storage Periods

- Data Sharing / Recipients

- Trans-border data flows

« Technical and Org. Measures
 Risks envisioned (sic.)

« Automated Decision Making
* Novel technologies
 Profiling / Surveillance (sic.)

Consent should be:

1 .Freely given — without coercion, no obligation

2 .Specific — exact and limited in scope

3.Informed — prior knowledge about consequences
4 .Un-ambigious — clear indication of consenting
5. Revocable/Withdrawable — can be “cancelled”
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1. The button for “giving consent” is differently
styled than the one for “refusing consent”
2. A person is more likely to click on the
QuantcaSt “brighter” styled button i.e. “Agree”
We value your privacy 3. Thisis because we have been primed to

We and our partners store and/or access information on a device, such as cookies and process personal data, interact with dlglta] interfaces Consisting of
such as unique identifiers and standard information sent by a device for personalised ads and content, ad and . .
such design choices on computers,

content measurement, and audience insights, as well as to develop and improve products.
smartphones, switches, machinery ...
With your permission we and our partners may use precise geolocation data and identification through device

scanning. You may click to consent to our and our partners’ processing as described above. Alternatively you may 4 ThlS creates an unfalr situation where d
click to refuse to consent or access more detailed information and change your preferences before consenting. person is enticed to give away their consent

Please note that some processing of your personal data may not require your consent, but you have a right to and pel‘SOnal data
object to such processing. Your preferences will apply to this website only. You can change your preferences at 5 Through thiS companies manipulate people
any time by returning to this site or visit our privacy policy. . ) . ‘: ”
into clicking “accept” even when they have not
read or understood what they agreeing to
6. This results in an unfair choice !

DISAGREE | l MORE OPTIONS \ AGREE

This is called a “Dark Pattern”

Have you seen similar manipulations
elsewhere? Can you recall some examples?
Are you aware of being manipulated?

https:/www.quantcast.com/ THU 17 NOV 2021
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< BACK Quantcast

We value your privacy

® ®
Even lf ()u Cll Ck Review and object to processing of personal data without your consent on the basis of a legitimate interest for
y each purpose and by each partner below. Expand each purpose or partner list item for more information to help
make your choice. To object to the special purposes of ensuring security, preventing fraud, and debugging, and
technically delivering ads or content click on a partner's privacy policy link.

* Disagree’, PPN OBJECTALL  ACCEPT ALL

LEGITIMATE INTEREST PURPOSE(S)

Select basic ads

Create a personalised ads profile

LEGITIMATE INTEREST

Select personalised ads

Create a personalised content profile

Basically, a “FU, I'll do whatever |

Select personalised content >

wdad nt" Situqtion by com pq N ies ceo PARTNERS  LEGITIMATE INTEREST
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More Dark Patterns...!
Go to https://www.darkpatterns.org/ for a comprehensive overlook

| collect academic literature on dark patterns here: https://www.zotero.org/hpandit/collections/WXB75TJ5

O Burden with too many choices

O Use design to entice one option over another
O Easier to select one option than another

O Block you from using until you give consent
O Keep asking again and again ...

O Use opt-out instead of opt-in

WE HAVE COOKIB
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Is this even Legal ...?

You ask, | say NO, the authorities haven’t said much anyway ...

O Yes, this is not valid as per the GDPR requirements
O Why hasn'tit been fixed?
O Because EU has an enforcement problem !

O A Data Protection Authority or Supervisory Authority is responsible for investigating such issues. BUT
* They are under-funded
* Court proceedings take time
* They are reluctant to carry out partial investigations (it seems)

* Thisisa L AR G E scale problem - millions of websites probably

1
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Sometimes it outrightillegal !!!

Consent “assumed” even before you make a choice [1]

Consent “assumed” even if you click disagree [1]

Incorrect use of legal base e.g. use Legitimate Interest instead of consent [2]
Collect consent for ~1000 third parties with a single click [2]

Make it difficult to withdraw consent [2]

O O O O O O

Keep fighting court cases instead of fixing obviously illegal practices [3]

[1] For example, see Nouwens, Midas, et al. "Dark patterns after the GDPR: Scraping consent pop-ups and demonstrating their influence." Proceedings of the 2020 CHI conference
on human factors in computing systems. 2020. https://people.csail.mit.edu/ilaria/papers/Midas-MITCHI2020.pdf

[2] Matte, Célestin, Nataliia Bielova, and Cristiana Santos. "Do cookie banners respect my choice?: Measuring legal compliance of banners from iab europe’s transparency and
consent framework." 2020 IEEE Symposium on Security and Privacy (SP). IEEE, 2020. https://hal.inria.fr/hal-03117294/document

[3] See investigation reports and documents published regarding WhatsApp v DPC Irelcmg and Facebook/Meta v DPC Ireland (2021)
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Personalised Advertising via Real-Time Bidding

[ose | [os ]
Step 1. Step 2. ~
A person loads a SSP sends personal [ ' P |
webpage » data (OpenRTB bid o
Empty ad slot 7 request) to one or |
mare ad exchanges
("sp |
SSP ]
{Ad Exchange» : : , ‘
Step 3. e T L
Legend Advertising Exchanges ARAL N W
Ad Exchange| proadcast the personal W e\
-~ Personal data data (OpenRTB bid e J
request) to many DSPs v AU
| |
1T |“Tosp ) [osp - osp ) /[ pse )\ [ pse ) ose ] psp | > bsp ] > osp_
[osp | [(osp J*[ psp | A bsp | | J| | | [osp | ™ osp | “{_osp | osp |
| ’ | | I | | | l J [ ] l ' [- J | ‘ | “ Civil Liberties

https:/www.iccl.ie/digital-data/iab-europe-cant-audit-what-1000-companies-that-use-its-tcf-system-do-with-our-personal-data/
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Overview of Personalisation Issues

Key takeaways

* What data is ‘used’ ??? —> Transparency

* What data is ‘needed’? What is ‘necessary’? —> Data Minimisation
* What are the sources of ‘data’ ? —> Transparency

* Is any data ‘sensitive’ ? Is it ‘special’ ? —> Ethical Concerns

* Is data (input/output) ‘accurate’ —> Accountability

* Is the output configurable ? —> Privacy by Design / Default

» Understand distinctions between Privacy vs Security vs Identifiability vs Control

14
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Protecting Privacy

Techs, Tools, & Approaches

15
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Enhanced Tracking Protection

¢ ™ Trackers follow you around online to collect information

! about your browsing habits and interests. Firefox
blocks many of these trackers and other malicious

scripts. Learn more

Standard

Balanced for protection and performance. Pages will load normally.

(O Strict

Stronger protection, but may cause some sites or content to break.

Firefox blocks the following:

e Social media trackers

e Cross-site cookies in all windows (includes tracking cookies)
e Tracking content in all windows

e Cryptominers

« Fingerprinters

& Heads up!
This setting may cause some web sites to not display content or work
correctly. If a site seems broken, you may want to turn off tracking
protection for that site to load all content. Learn how

Custom

Choose which trackers and scripts to block.

Send web sites a "Do Not Track” signal that you don't want to be tracked Learn more
O Always

Only when Firefox is set to block known trackers

vwhat Is the Internet Doing to vie~ November 2U rinity Coliege bublin

Manage Exceptions...

DNT: Do Not Track

Privacy Signals of the Past

O A relatively “simple” boolean signal (set / not set)

O Sent with every web communication as a preference/signal

O Indicated to websites/companies whether to track you or not
O Standardised (kind of) as a specification

O Supported by all Major Browsers

O Lots of disagreements on what “tracking” should mean

O Seemed like a great idea on the precipice of bringing change

Seemed great until ...

O Microsoft made it SET/ON by default in Internet Explorer

O Debates, fights, and discussions ensued

O Long story short, it got killed. Hard.

O Even though most browsers still allow setting this signal,
websites don’t respect and neither do the authorities seem to
consider this a valid signal

Wikipedia actually has a great summarised version of the

events: https:/en.wikipedia.org/wiki/Do_Not_ Track
16
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Google’s FLoC Proposal

Federated Learning of Cohorts

FLoC service

Create
FLoC model

The FLoC service creates
a mathematical model
with thousands of
"cohorts".

Ecch cohert corresponds
to thousands of web
browsers with similar

recent browsing histories.
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Calculate
browser cohort

A user's browser, on
their device, uses
the FLoC model to
calculate which conort
corresponds most closely
tc its own browsing
history.

Advertiser
a site that pays to
aavertise its products
shoestore.example

R &

Observe
cohort activity

An advertiser
observes the activity
of cohorts on its sits

and shares this with its
adtech platforms.*

Publisher

a site that gets paid
to display ads
dailynews.example

Observe
visitor cohorts

A publicsher
observes the cohorts
of visitors to its site
and shares this with its
adtech platforms.*

* The adtech platform may handle observing the cohort

informalion on behall of the adverliser or publisher.

Adtech
a company that provides
services to deliver ads
adnetwork.example

Select ads
relevant to cohort

An adtech platform
selects ads appropriate
for the user's cohort.

https:/developer.chrome.com/docs/privacy-sandbox/floc/

17

Publisher

a site that gets paid
to display ads

dailynews.example

Q

Display
relevant ads

The publisher
displays ads that
are relevant to the user
based on their
browscr's cohort.


mailto:pandith@tcd.ie
https://harshp.com/research/presentations
https://developer.chrome.com/docs/privacy-sandbox/floc/

@O

Global Privacy Control (GPC)

Privacy Signals of the Present

EXAMPLE 1: Example GPC Request

GET /something/here HTTP/1.1

Host: example.com —
Sec-GPC: 1 abine Abine

Brave Privacy Browser

Disconnect

DuckDuckGo Privacy Browser

N T € @ YV &

Firefox
Turn On GPC Send the Signal Exercise Your Rights
OptMeowt by privacy-tech-lab
Enable Global Privacy Control to Your browser will send the GPC signal to Participating websites can respect your
communicate your privacy preference. websites you visit. privacy rights accordingly.
Privacy Badger by EFF
https:/globalprivacycontrol.org/ :
PS50 — 5 DNT re-invented I

Instead of “track”, its “sell” as per CCPA
Will this work with GDPR? Yet to be seen.
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Advanced Data Protection Control (ADPC)

Privacy Signals of the Future?

Reducing friction
Replacing outdated banners

You hate ‘cookie banners” too? ADPC would allow users to set their privacy

preferences in their browser, plugin or operating system and communicate
My privacy is
none of your business

them in a simple way - limiting friction in user interaction for providers

and users alike, as foreseen or panned in various innovative laws.
https:/noyb.eu/en

ore Information

| Agree Find out how it works!

https:/www.dataprotectioncontrol.org/

Seems like a spiritual successor to P3P, which
allowed users to set privacy related preferences in
a machine-readable format. Was deemed too
complex, unpopular, difficult to implement, and
project was shelved. https:// www.w3.org/P3P/
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Brave - default blocking of Consent dialogues

PRIVACY UPDATES By default - no consent dialogues, no pop-ups.

Blocking annoying and privacy-harming s this Okay?
COOKIS CORSSIEEEIEES Do you foresee any issues?

By the Brave Privacy Team

Last updated Sep 28, 2022

This is the twenty-first post in an ongoing, reqular series describing new
and upcoming privacy features in Brave. This post describes work done
by (in alphabetical order): Filter List Enginer Ryan Brown, Principal Engineer

Brian Johnson, Android Engineering Manager Deep Pandya, Senior
Product Designer Agustin Ruiz, and iOS Privacy Engineer Jacob Sikorski.

This post was written by Senior Director of Privacy Peter Snyder.

https:/brave.com/privacy-updates/21-blocking-cookie-notices/
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@O

Brave - default blocking of Consent dialogues

PRIVACY UPDATES By default - no consent dialogues, no pop-ups.

Blocking annoying and privacy-harming s this Okay?
cookie consent banners Do you foresee any issues?

By the Brave Privacy Team

Gives convenience - N0 more annoying pop-ups

Last updated Sep 28, 2022 B U T
Not a good long term solution, because it ‘hides’

This is the twenty-first post in an ongoing, reqular series describing new W h at iS 3 Ct ua I |y h 3 p pe N | N g an d p reve ntS yo U frO m
and upcoming privacy features in Brave. This post describes work done . . . .
by (in alphabetical order): Filter List Enginer Ryan Brown, Principal Engineer exercising w h at 1s your rig ht -
Brian Johnson, Android Engineering Manager Deep Pandya, Senior 1 ) to kn OW W h atis h dappen 1s g,
Product Designer Agustin Ruiz, and iOS Privacy Engineer Jacob Sikorski. 2) t O CO nt ro I yo ur consen t,. an d
This post was written by Senior Director of Privacy Peter Snyder. . . .

3) to object to companies harvesting your data

https:/brave.com/privacy-updates/21-blocking-cookie-notices/
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Firefox - proposes auto-clicking reject/accept

Active

Firefox Cookie Banner

Handling Auto-REJECT? Good!

. 277 |

November 07 - November 27, 2022 Auto-ACCEPT??: ”legal

I Subscribe | . : :

N < Similar to Brave, also gives convenience.

What is Cookie Banners Handling? BUT

Firefox now clears these annoying cookie banners on your behalf. We'll always hit “Reject all” if we In thIS Case' by aUtO-C“Cklng ACCEPT ’ you have
have that option though in absence of a “Reject all” we'll do what you'd do otherwise and hit “Accept given your consent. Th|S iS ||ke Ieaving the door
all”

open because robbers might ruin the lock.

Please help us test new features and give feedback on Cookie Banners handling! Join us in

Also remember, GDPR requires consent to be an
active action by you.

https:/community.mozilla.org/en/campaigns/firefox-cookie-banner-handling/ So you cannot automate giving consent!
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Consent-O-Matic

Automate Rejection of Consent + Objection to Legitimate Interest

Cconsent-O-Matic

Nearly all websites use tracking technologies to collect data about you. By law, they often need your
T 5 EEone /O, By el ey / Auto-OBJECT? Awesome!
permission, which is why many websites have “consent pop-ups”. However, 90% of these pop-ups use

Auto-REJECT? Good!

so-called “dark patterns”, which are designed to make it very difficult to say no, but very easy to say yes.

Although using dark patterns is illegal, the laws are not enforced enough, so many websites get away

Consent-O-Matic is a browser extension that

with it.

‘automates’ the rejections and objections for
Consent-O-Matic is a browser extension that recognizes CMP (Consent Management Provider) pop- popular CMP providers. Based on thOI’OUQh GDPR
ups that have become ubiquitous on the web and automatically fills them out based on your research and analysis.

preferences - even if you meet a dark pattern design. Sometimes a website might not use standard
categories, and in that case, Consent-O-Matic will always try to submit the most privacy preservin , ., .
Settiigs Y PHves : Probably the best ‘reactive’ solution.

https:/consentomatic.au.dk/
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Pro-active Solutions?

What can we develop using technology to make the internet a better place?

Share some ideas!
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Pro-active Solutions?

What can we develop using technology to make the internet a better place?

- Privacy Policy - use NLP to parse information

- Visualisation and Summarisation e.g. policies

- Automate preferences & express them to avoid pop-ups
- Blockers for ads/trackers/fingerprinting

. Use hardened secure browsers
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Reactionary Solutions?

What can we do more using technology to change the way things are happening?

- Help legal investigations — join the dots from tech to law
- Provide automation potential e.g. information, actions
- Standardise terms, concepts, vocabularies

- Make complaining easier and more efficient

(I'm referring to legal complaints, but also applies to other things in life!)
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SOLID: A Decentralised Web

https://solidproject.org/

Centralised

O Companies decide how to collect, store data
O Companies decide how/where to use it

O Companies offer you choices and controls

Decentralised

O You “control” where your data is stored

O You “control” how it is used by apps/services
O You offer choices and controls

What will SOLID need to work?

O A new way to express privacy and preferences

O User-friendly Ul/UX without dark patterns

O Legal enforcement to make companies respect
negotiation of user preferences and settings

: 11 . , 1 2 ¢
24~ 2 2 ¥ » | e ‘

N THE SOLID ECOSYSTEM m A op CAN BE A NOBMAL
lDa ERENT TYPES OF - el o THEB? : v nﬁt gLo4
XF P d WEB SERVER W
PPLI (KTIONS CAN \! NEVER - Y051, CNT INASES, THE SoLuTioV

INTERALT WITH Y ouR

foP OF THE THEORN OF EVERRTHING

AND EVEN RWCK ASTLEY U (DEDS ,,,

Yool Pov
WiTh A P20 Y0V &I v / RoEosTS CAN INTERACT
ARE N CoNTRaL : WIH THE FoP LSING THE
WHO (AN AlLEss QOuUR TS -51—- LINKED DXTA PLATRORM
DATA KoBoT Pesiocol CIf Qou ALLOW
4 N E.6.T0 Run TASKS

ON P0UR BEHALF

i

1 > \%, i Y
'r){ THIN bs e 'H i AT N I<>
] == | ¢cRUER e SERVERS (A VSE THE

IF YOUR WATCH : 3 —
‘-7'( - }\'\ == pATRORM Pop 0 STORE YOUR
=
= woWHY You NEER D STORE

CAN TALK THE :
—~ PERCONAL (NFORMATION
— ONTA DN A SERVER, WHEN

LINKED PATA PeoTO(oL .
THEN T CAN |NJERACT

(PP LT ALSo AN RE STORED
OM Youvr Pop?

WITH YoUR Pop ™
- WHY SHARE QouR HEALTH

INFORMATION W ith AN ron
EXTERMAL PROY (PER, IF (T SOLD APPS ARE
CAN B SToRED 0L Your APPLICAT 10N THAT ARE
DOWN Pop? RLN IV YouR BRowSER :
4 No NEED Folk A SERVER.
Pou (AN BUN SAMES, @hochsten bach
CATALOGVES , SOCIAL NETWORKS, .
BLoGs, AND MANY CONTENT
?ﬁ\’ 5 MANASE MENT TOOLS ¥iRoM YOUR DESKTOF (TWItter)
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What am I working on?

Privacy Risks, GDPR, Legal Compliance, Semantics
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Machine-Readable Metadata for Automated Approaches
Data Privacy Vocabulary (DPV), vl RC, 2022 https://w3id.org/dpv

Hisk Level
Risk Assessmanl
Mitigetion Measurs
Risk
Subject Access Reguest (SAR) .
Sarvica Provision
- Marxet
Personahisalon
Purpose
hasRight !
hasPurpose
pannd -+ Organisational Measure I _ hasProcessing
Notices \ %?Ile t
— ore
. Personal - Uss
hasOrganisationalMeasure Processing ----- .
g Data Handling J 4 Jnare
hasTechnicalMeasure Erase
Access Control -
Ercypton  -------- lechnical Measure
Security Prolocols hasPersonalData
Email
han.egalR0|e> > Persona' Data _____ : L(Tc&:l‘(em
'''' sansilive data)
Blood Type
Dala Controller y .
Data Processor g e Legal Role AAEEE— . {SpRcHE oo
Raclplent  -==-' hasLegalBasis
Ihird Parly Y
Dala Subjact
Legal Basis ---- Conlract
L Consent
Legitimate Interest
Legal Obligation

The Data Privacy Vocabulary (DPV) reflects ~5 years
of efforts in creating an open resource providing
concepts related to personal data processing,
privacy, data protection, and GDPR

DPV's taxonomies provide semantic
interoperability, which enables new,
iInnovative, smart, and automated
solutions

Demonstrated usefulness for
important use-cases, e.g. ROPA,
consent, compliance checking

We're looking to the future! DGA/
ePR / Al-Act / Data Spaces
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DPV Taxonomies

Communication Managemenkt Communication for Customer Care

Customer Management D
DPV provides rich hierarchical trees in )7y
Human Resources Management

top'down faShlon that go frOm abStraCt LegalcomplianceAdvertising Personalised Advertising Targeted Advertising
to more specific concepts Mérketing

P u rpOse ffi€ation Governance
has sector Personalised Is _> geted Advertising
.PurposesConcepts
Purpt
Personalrsa
ector

Create Personalized Recommendations Ta rg etedAdve rt|S| ng
This enables expressing information Personalisation
and rUIeS at bOth hlgh'|eve|5 Of S Analytics
abStraCthn and aS SpeCIfIC Identify and Repair Impairments
. . - esearch and Development Fayment
implementation details e AN

Direct Marketing

vértising

PersonalisedAa

Recommendations

t Recommendations

Personalised Benefits

User Interface Personalisation

Registration and Authentication

Requested Service Provision

E n g m P u rpose taxo n o my Service Proyision selt Products Optimisation for.Consumer Optimise User Interface

Vendor Managemenit Service Optimization

Optimisation for Controller

Purpose - Personalisation Service Order Management

Create Event Recommendations
Create Personalized Recommendations

-» Personalised Advertising

Create Product Recommendations
Service Personalization Personalised Benefits

-» Targeted Advertising

Technical Service Provision User Interface Personalisation
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DPV Applications
current work WOrK INn progress
1. Register of Processing Activities (ROPA) 1. Risk Management
2. Consent Records 2. Data Breach Records
3. Compliance Checking 3. Subject Access Request
4. Impact Assessments (PIA/ DPIA) 4. Data Portability
5. Data Input/Output Assistance 5. Data Transfers
6. Annotating code / documents o. Privacy Policies
/. EXxpressing and Evaluating Rules /. Standards & Guidelines
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Real-World Use-Cases

Privacy Policy Analysis

https:/openscience.adaptcentre.ie/privacy-policy/personalise/demo/policy.html

Information We Collect

There are three general categories ghiaiataationaya collect.
data colected from user

1.1 Information You Give to Us.

1.1.1 Information that is necessary for provision of services

legitimate interest
We ask for and collect the following personal iut you when you use our service. This information is necessary for the adequate
performance of the contract between you and us and to allow us to comply with our legal obligations. Without it, we may not be able to provide

you Wikl Raekaaested services.

o Account Information When you sign up for an account, we require certain information such as your first name, last name, email address,
and date of birth.

o Profile and Listing Information To use certain features, we may ask you to provide additional information, which may include your id
address, phone number, and a profile picture.

o ldentity Verification Information To help create and maintain a trusted environment, we may collect identity verification information (such as
images of your government issued ID, passport, national ID card, or driving license, as permitted by applicable laws) or other authentication

information.

o Payment Information To use certain features of the such as booking, we may require you to provide certain financial information (like your
bank account or credit card information) i facilitate the processing of payments
consent

1.1.2 Information you choose to give us

You may choose to provide us with additional personal information in order to obtain a better user eprocesserience. This additional information

32

hide legend

data category
data type
process
automated
legal basis
data source
data retention
processor
third-party
data-sharing
consent
rights
location
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N0

How to Complaint Better?

Making it easier to report, investigate, document, and resolve issues online

https:/brianlunch.github.io/ConsentAnnotationToolSite/#/study/

7

Thiz Cook e Nctice exp.alne how we usz cookies and eimilar s2¢chnolcgizs as well 3¢ the options you have to

?
control them
Screenshot 4 Screenshot 5 Screenshot 6

sl d if Cookies on Reddit r

e eCt fandaom area it unsure. W ust cookies en Surwebs 1S Tor 3 rumbr of purposts, Cookiss Sattings
similar technologies as well as the options you have to AnnOtatiOnS [ Clear All ] indluding analytice end parformance. functionality, ard

adwertising. Laasn mora about Reddits ys2 1otk ee
GDPR violations by www.Reddit.com
(1 A

The rzpu. highighs e s o alivns of GDPR ¢ cuses fowad in ez consen. dieleygus Loc o U wbisile waw Sedoilomn o= of Wl 14 Ao 2021 13:17:30 GMT.

1 - Hci- GDPR

O

1 Choose the Domain you are familiar with:
Cookies Settinps Accept All Cookies Hei
Ci
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Choices for consent are not symmetric

Choose a Document Template (Preview Below): Additional Comments
'GDPR v Accept button is prominently styled ; is a dark
| ' pattern 4

Issuc Name: Chaices for cansent are not symmetric

Jser Lomment=aocap! button s prominantly s2yded @1z a dark pattern

« Laws Name: Freey Given (R43, A3-11)

Law Desc-pticn: cotzent of toe cata subjec: meane any Iree y given, *p=cific. informed anz unamEiguols indicaticn of the dotn sLb ect 3 wisnes by a statament cr by a clear
a‘tirmative acton, sigW'ies 3graemet 10 the pracessing of zersonal =313 relsting 12 rim or her. I¥ thare IS ro rejact tuion ar st imathe action 10 Nt consart =an0t £e mads.
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[ Save Document J [7] Nudging towards giving consent creenshot 2
[] Interface blocks access Your Privacy Your Privacy
CI'Ck here When you are haved USEd the tOOI. D Controls for preference are confusing ) et e | " ' ¢ i
. ) ) ‘ o Strictly Necessary Cookies when you visit any website, It may store or retrieve Information on your
O Wording of information is not specific browser, mostly in the form ot cockies. This information might be about you,
7] Disparity between expression of consent and L S AT EERSAHNRCRS OF JOUT SHVICE SEVCENS NAERIY JCHON 8 NTISIN IV MR MP0RS: 9

withdrawal
\_ J

l1ofl L7/11,2021. 200

React App Attps://brianlunch github jo/ConsentAnnotation ToolSite/#/ConsentAnnot....
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