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O Assistant Professor - School of Computing, DCU (2023+)
O Postdoctoral Researcher at Trinity College Dublin (2020-2022)

O PhD in Computer Science (2020) - Representation of activities involving
personal data and consent for GDPR compliance

O Chair of W3C Community Groups: Data Privacy Vocabularies and Controls
Community Group (DPVCG) and Consent (ConsentCG)

O Member, ISO JTC SC27 Cybersecurity and Privacy Protection
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Personal Data

Some “definitions” from across the globe

any information that (a) can be used to identify the
Pll principal to whom such information relates, or

‘personal data’ means any information relating to an (b) is or might be directly or indirectly linked to a
identified or identifiable natural person (‘'data Pll principal
subject. ); an.lleentlf.lable natu'raloperson. IS one. who SO 29100:2011
can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an
identification number, location data, an online
identifier or to one or more factors specific to the “Personal information” means information that
physical, physiological, genetic, mental, economic, identifies, relates to, describes, is reasonably
cultural or social identity of that natural person; capable of being associated with, or could

reasonably be linked, directly or indirectly, with a
particular consumer or household.

CCPA 1798.140 (0)(1)

GDPR Art.4(1)
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GDPR!

World-Changing EU law that regulates Processing of Personal Data

1.  Whatis meant by Personal Data ?

2.  What is meant by Processing ?

5. How is data is being processed? (what/how/where...)
4. Whoisinvolved? (whose data, processed by whom)

5. How to check processing is following the rules of GDPR?

[1] https:/eur-lex.europa.eu/eli/reg/2016/679/0j
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Personal Data

Identifiers, and Identifiability

1. Identifiers: Harsh (name), pandith@tcd.ie (email)
2. Non-identifiers: Black (hair), Brown (eyes), 1.66m (height), etc.

5. Foraroom full of people, combine non-identifier to uniquely
identify a person (me) — thus creating an identifier !!!

4. Useful technique for fingerprinting, , tracking
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(): When is Personal Data not ‘Personal’ anymore?

Ans: When it is (completely) anonymised

* Anonymisation is the removal of (some) ‘identifying” attributes from data

* Merely using “anonymisation” does not produce anonymised data

* It produces ‘pseudo-anonmised’ data, which is still personal data

* ‘Completely anonymised’ if it is not identifiable

* Eg WE “SE ANIIHYMISEII DATA
* Your exact location = personal data
* approx. house = still personal data
* approx. area = still personal data, but less
* City = still personal data, but lesser

* Country = anonymised, kind of

"‘
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QOB

Q: When is Anonymised Data not Anonymised?

Ans: When it is possible to ‘re-identify’ using any (practical) means possible

* Data is anonymised, i.e. all identifiers like names and emails are removed

* But using a ‘combination’ of remaining data points, a person is still identified

* Since re-identification is possible, its not ‘fully anonymised’

» ‘Exploits’ WE SAY ANONYMISED TO AVOID
* Aggregated location — person’s routines are unique
* Voting and voters data

* Fingerprinting - browser configurations, preferences

i \\
NIV
ENCELLENT|LOOPHOLE ITI*
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Personal Data

[SO 20184:2020

Given

Email in forms Inferred

Interests via website history

Observed

Public

Location via IP ClearviewAl

Third-Party

RTB / Online Advertising
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Personal Data: Sensitive, and Special

Special category personal data is to GDPR what Ferrero Rocher is to chocolates

Sensitive:

- data that merits additional security
- older term used widely

Special:

- requires additional/specific legal permissions

- newer term introduced in GDPR

(
IS MY DATA SENSITIVE?
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GDPR Prohibits

Processing of Special Categories of Personal Data
and
Requires additional obligations via legal basis in Article. 9

racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the purpose
of uniquely 1dentifying a natural person, data concerning
health or data concerning a natural person’s sex life or
sexual orientation shall be prohibited
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Processing Overview

Is Systematic Monitoring?

r a Is Evaluation or Scoring?
Processing |—— ! ~ Is Matching or Combining?
. ) Is Automated Decision Making?

Is Large Scale?

| N Is Innovative use of new solutions? )
Y \

( N\ ( N ( N ( Y ( N\ ( N\ (
Transfer Transform Store Copy Use Remove Obtain Disclose
\. VAN J . J o J o J o VAN J
—
Destruct
v Erase
\ J
( Adapt \ g Analyse h 4 Disclose by
Align Consult Transm|§5|on
Alter Profiling Disseminate
Anonymise _ Retrieve Make Available
' (- ) Share
“OmBine Acquire T it
Derive Collect \_ ransmi
PseudoAnonymise Record
-

\ Restrict )
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GDPR applies before Processing starts

Common Misinterpretations

* Data collected but ‘anonymised’ is not subject to GDPR
* If data isn’t shared, nothing needs to be declared

* Collecting anonymised data and attaching an identifier to it

/

. LI A : : . s I00KIVE
Hiding things that require transparency and permission coukD SSREDATAE

 Scale and scope of processing

* Involvement of special categories

\

o F 4 F
* Involvement of any automated decision making e

* Creating, sharing, using - profiling
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All Processing in GDPR *must* be towards a Goal

Implied when a ‘Purpose’ is necessary as per Article.5

Purposes must be separate from other matter,
including other purposes

Every Processing *must® have a Purpose

SO/MUCH.DATA ..

’
-_

Purposes must be *specific* and *unambiguous*
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__p| Sector

hasSector
thasPurpose—b Purpose #

Resource A hasContext
\‘[ Context ]

rdfs:subClassOf

Purposes should not be . N t .
broad and abstract ccountManagemen rganisationGovernance
Pur icati 1
ODOOSeS should be CommunicationManagement Perconalisation
specific and contextual
to their use-case CustomerManagement
RecordManagement
Purposes can be
grouped or categorised, EnforceSecurity
but not replaced, e.g. | ResearchAndDeveIopment]
with Marketing for HumanResourceManagement
‘Sending new product ServiceProvision]
emails’ |

LegalCompliance

VendorManagement ]

Marketing
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Data Controllers are responsible for
deciding the ‘purpose’

complaints scompliance / ’
Data Controllers may not even ‘touch
Superwsory AUthOI’Ity the data they ’Control'
Data Controllers can ‘team up’ to
become Joint (Data) Controllers

Data Controller
(DC)

Joint
Controller

—rTights—
_——personal data—™>

Data Subject
(DS) Data Controller
data sharing
interoperability agreement

points audit / inspect

compliance — .
Processors deciding/ processing on

I — L
— . processor their own become Controllers

_@ Data Protection Authorities (DPA) are

Seals & Certifications Data Processor Data Processor .
(DP) (DP) empowered by GDPR to enforce its

obligations on all entities

Processors only act on ‘orders’ given
(explicitly) by Controllers

Processors can appoint other
(sub-)Processors, still governed by
instructions from Controllers

GDPR Data Interoperability Model,

EURAS Annual Standardisation Conference (EURAS) 2018,

Harshvardhan J. Pandit* , Declan O'Sullivan , Dave Lewis
https://harshp.com/research/publications/010-gdpr-data-interoperability-model
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Siim GDPR's principles providing a framework for ‘responsibility’

Principles (Article.5)
lawfulness, fairness and transparency
purpose limitation
data minimisation
accuracy
storage limitation
integrity and confidentiality
accountability

Consent (Article.7)
Informed
Freely Given
Unambiguous
Balance of Power(s)
Right to Withdraw
Explicit Consent (e.g. for Article.9)

Harmonising FAIR data sharing with Legal Compliance | 23 March 2022 | FAIRPoints Events || Harshvardhan J. Pandit | pandith@tcd.ie | @coolharsh55 || slides at: https://harshp.com/research/presentations

A12-A22 Rights
Transparency (A.12)
Notice (A.13, A14) ;

Object to Processing
Rectification of Data
Erasure (Right to be Forgotten)

Restriction of Processing
Right of Access
Data Portability

17

A77 Right to complaint
Any Data Subject can
complaint to their Supervisory
Authority (DPA)

If DPA is in a different country
than the company, then the
DPA will ‘lease’ and ‘co-operate’

with the DPA of that country

Actor B Actor C
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Conduct a Data Protection Impact Assessment

Details of how personal data is processed
unique for use-case Risks involved or possible for the operations common

elements

Security and other risk mitigation measures applied /

A risk assessment methodology and process

Documentation and Records of the Above

RQ: How to ssit with this?
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Data Value

How to maximise the value of data?

How to minimise the “risks” associated with data?

“Semantic Specification for DPIA” - Harshvardhan . Pandit | SEMANTICS 2022 | pandith@tcd.ie @coolharsh55 | https://harshp.com/research/presentations | CC-by-NC 4.0 m
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QOB

F: Findable
A: Accessible

l: Interoperable
R: Reusable

\
Harmonising FAIR data sharing

with Legal Compliance
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QOB

F: Findable
A: Accessible

l: Interoperable
R: Reusable

\
Harmonising FAIR data sharing

with Legal Compliance
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QOB

F: Findable
A: Accessible

l: Interoperable
R: Reusable

\
Harmonising FAIR data sharing

with Legal Compliance

Copyright Law
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QOB

F: Findable

Legally Compliant FAIR = A. Accessible

Legally Compliant Data Sharing
= Legally Compliant Value

l: Interoperable
R: Reusable

t S
Harmonising FAIR data sharing
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QOB

F: Findable
A: Accessible

Legally Compliant FAIR =
Legally Compliant Data Sharing
= Legally Compliant Value

t \

Harmonising FAIR data sharing with
Machine-Readable Metadata for » gal Compliance

|: Interoperable
R: Reusable
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@08
Labelling FAIR data for ‘sharing’ in legally compliant manner

Who is it? Singular? Joint controllers?
Special Categories of Personal Data?

hasDataControll er»[DataController]

PersonalDataCategory ]d—hasPersonaIDataCategory Categories? Any relation to
Controller? Minors? Vulnerable?

hasDataSubject DataSubject ]

Processing | hasProcessing

Scale? Automated? Profiling? PersonalDataHandling hasRecipient »| Recipient
Purpose |« hasPurpose \

Shared with whom? Why?
Relevant to Purpose? In EU? > Risk ]

Specific? Contextual? Sensible?

sgalBasis haslLegalBasis

hasRight i
Correct for use-case? Alternatives? Whicn is ‘best’? J > Right ]
¥ i isat] A
Technical OrganisationalMeasure sTechnicalOrganisationalMeasure e SUBClassOf
| Consent? Fulfils requirements I
for ‘valid consent’??? DataSubjectRight ]

Notice / Privacy Policy / Rights exercising
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RISKY

Sometimes keeping data can be risky, so we have new mechanisms to process
data ‘client-side’, or in a ‘federated’, or ‘decentralised’ governance structures
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Google’s FLoC Proposal

Federated Learning of Cohorts

FLoC service

Create
FLoC model

The FLoC service creates
a mathematical model
with thousands of
"cohorts".

Ecch cohert corresponds
to thousands of web
browsers with similar

recent browsing histories.

What Is the Internet Doing to Me? | 22 November 2022 | Trinity College Dublin || Harshvardhan J. Pandit | pandith@tcd.ie | @coolharsh55 || slides at: https://harshp.com/research/presentations
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rd Ay
' | Y
—+ %l‘
L/

Calculate
browser cohort

A user's browser, on
their device, uses
the FLoC model to
calculate which conort
corresponds most closely
tc its own browsing
history.

Advertiser
a site that pays to
aavertise its products
shoestore.example

R &

Observe
cohort activity

An advertiser
observes the activity
of cohorts on its sits

and shares this with its
adtech platforms.*

Publisher

a site that gets paid
to display ads
dailynews.example

Observe
visitor cohorts

A publicsher
observes the cohorts
of visitors to its site
and shares this with its
adtech platforms.*

* The adtech platform may handle observing the cohort

informalion on behall of the adverliser or publisher.

Adtech
a company that provides
services to deliver ads
adnetwork.example

Select ads
relevant to cohort

An adtech platform
selects ads appropriate
for the user's cohort.

https:/developer.chrome.com/docs/privacy-sandbox/floc/

27

Publisher

a site that gets paid
to display ads

dailynews.example

Q

Display
relevant ads

The publisher
displays ads that
are relevant to the user
based on their
browscr's cohort.
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SOLID: A Decentralised Web

https://solidproject.org/

Centralised

O Companies decide how to collect, store data
O Companies decide how/where to use it

O Companies offer you choices and controls

Decentralised

O You “control” where your data is stored

O You “control” how it is used by apps/services
O You offer choices and controls

What will SOLID need to work?

O A new way to express privacy and preferences

O User-friendly Ul/UX without dark patterns

O Legal enforcement to make companies respect
negotiation of user preferences and settings

: 11 . , 1 2 ¢
24~ 2 2 ¥ » | e ‘
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INTERALT WITH Y ouR

foP OF THE THEORN OF EVERRTHING

AND EVEN RWCK ASTLEY U (DEDS ,,,

Yool Pov
WiTh A P20 Y0V &I v / RoEosTS CAN INTERACT
ARE N CoNTRaL : WIH THE FoP LSING THE
WHO (AN AlLEss QOuUR TS -51—- LINKED DXTA PLATRORM
DATA KoBoT Pesiocol CIf Qou ALLOW
4 N E.6.T0 Run TASKS
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i
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] == | ¢cRUER e SERVERS (A VSE THE
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CAN TALK THE :
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WITH YoUR Pop ™
- WHY SHARE QouR HEALTH

INFORMATION W ith AN ron
EXTERMAL PROY (PER, IF (T SOLD APPS ARE
CAN B SToRED 0L Your APPLICAT 10N THAT ARE
DOWN Pop? RLN IV YouR BRowSER :
4 No NEED Folk A SERVER.
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CATALOGVES , SOCIAL NETWORKS, .
BLoGs, AND MANY CONTENT
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practicalities

Collectlng and keeping EXCESSIVE data could be a problem
If It Is personal data, especially if its “sensitive”

= -

r -

Data Value can depend on “data availability”. So the more
Interesting question these days is how to maximise data
value with minimum data being available, or how to get data
value without access to data itself. This requires new forms
of algorithms and data governance e.g. decentralised.

= J

All data has RISK, even if it is not personal data.

Here ‘risk’ can be security, IP, confidentiality, accuracy,
performance, correctness, etc. At the same time, we want
MORE MORE MORE data - so how to do both?

— 4
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Efforts Addressing Al Risks

Regulations

n EUROPEAN
COMMISSION

Brussels. 21.4.2021
COM(2021) 206 final

Promote trustworthy Al Request for harmonised standards
(Al Act, Art. 40)

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE
(ARTIFICIAL INTELLIGENCE ACT) AND AMENDING CERTAIN UNION
LEGISLATIVE ACTS

{SEC(2021) 167 final} - {SWD(2021) 84 final} - {SWD(2021) 85 final}

Highlight the need for Al .
regulation Al RISkS Provide technical solutions

A\
v 4
* X H * X S

* * * * ICS » 35 » 35.020
4 % * * < >
* o

. . . . ISO/IEC FDIS 23894
e pssssuen st o Show gaps in standards Provide technical solutions |\ coonotion technology — Artificial intelligence —
ETHICS GUIDELINES

Guidance on risk management
FOR TRUSTWORTHY Al L

INDEPENDENT
INDEPENDEN
e e HIGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE ARTIFICIAL INTELLIGENCE
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AIRO Requirements

Describing High-Risk Al Systems

ANNEX I
ARTIFICIAL INTELLIGENCE TECHNIQUES AND APPROACHES

referred to in Article 3. point 1

Questions to identify whether an Al system is high-risk according to Annex Il Machine leaming approaches, including supervisd. unsupervised and reinforcement

lcarning, using a wide varicty of methods including decp learning;

Question concept Relation with AlSystem R oM sk i W Mo, O iy
(symbolic) reasoning and expert systems;
. (c) Statistical approaches, Bayesian estimation, search and optimization methods.
What techniques are utilised in the system? AI Technique e
ANNEX III

HIGH-RISK AI SYSTEMS REFERRED TO IN ARTICLE 6(2)

High-risk Al systems pursuant to Article 6(2) are the Al systems listed in any of the following
areas:

isAppliedWithinDomain

What domain is the system intended to be used in? Domain

i Biometric identification and categorisation of natural persons:

(@) Al systems intended to be used for the ‘real-time’ and ‘post’ remote biometric
identification of natural persons;

. - hasPurpose
What is the intended purpose of the SyStem? Purpose 2. Management and operation of critical infrastructure:

(@) Al systems intended to be used as safety components in the management and
operation of road traffic and the supply of water, gas, heating and electricity.

What is the application Of the System? AT Appllcatlon hasApplication 3 Education and vocational training:

(@) Al systems intended to be used for the purpose of determining access or
assigning natural persons to educational and vocational training institutions;

(b) AI systems intended to be used for the purpose of assessing students in
. . A T : : e ; == .
W h oist h e inten d e d user Of t h e sy stem p AI User as ser educational and vocational training institutions and for assessing participants in

tests commonly required for admission to educational institutions.

4. Employment, workers management and access to self-employment:

(a) Al systems intended to be used for recruitment or selection of natural persons,

W h oist h e su b J ect Of t h e sy stem ? AI Sub J ect hasAISubject notably for advertising vacancies, screening or filtering applications, evaluating

candidates in the course of interviews or tests;

(b) Al intended to be used for making decisions on promotion and termination of

In which environment is the system used? Environment Of Use SIS BN BTl work-related contractual relationships, for task allocation and for monitoring

and evaluating performance and behavior of persons in such relationships.

S Access to and enjoyment of essential private services and public services and
benefits:

(@) Al systems intended to be used by public authorities or on behalf of public
authorities to evaluate the eligibility of natural persons for public assistance
benefits and services, as well as to grant, reduce, revoke, or reclaim such
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Future Solution

Modular + Simple Vocabularies focused on Law Enforcement
making practical tasks more effective rather GDPR MAY-2018
than theoretical logical correctness DSA NOV-2022

We NEED this for fast & adaptive solutions for bmMmA- MA¥2023
the new data regulatory regime. DGA SEP-2023

Al Act draft
ePrivacy Reg draft

Data Act proposed
Health Data Space proposed
Interop. Act proposed

@i Semantic Interoperability of Legal Compliance: From GDP {Q{eRbEICIN] oIl Mz EISELe s EIa WM [ale i Wl a S A4 s I T e Kele] e VAg=F-1gel s



Regulating Data

CA4025 | DCU

interested? questions? contact at:

harshvardhan.pandit@dcu.ie
me@harshp.com
harsh@eupolicy.social (mastodon)
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