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DCU ™

“Digitaln JU”SprUden[e (selected regulations)

Law Enforcement Area Rights & Freedoms
GDPR MAY-2018 personal data transparency, autonomy, fiduciary
DSA NOV-2022 service transparency, autonomy, fiduciary
DMA MAY-2023 market autonomy

DGA SEP-2023 market fiduciary

Al Act voting technology fiduciary

ePrivacy Reg draft communication transparency, autonomy, fiduciary
Data Act proposed data autonomy

Health Data Space proposed health data autonomy, fiduciary

Interoperability Act proposed data autonomy
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EU is building a repertoire of ‘Data’ Laws

Current: GDPR, DSA, DMA, DGA
Proposed: Al Act, ePrivacy, Data Act, (Health) Data Space, Interoperability Act

“Jigsaw” Laws “Lego” Laws

one (correct) solution where Many (correct) solutions can
everything fits, discovered work, needs agreement on
progressively which one to choose
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Known Challenges for GDPR Enforcement!!

[1] Four Years under the EU GDPR: How to fix its Enforcement https://www.accessnow.org/cms/assets/uploads/2022/07/GDPR-4-year-report-2022.pdf

Time Gaps

investigations, decisions, appeals, final decisions new technologies, loopholes, interpretations

Space Consistency

jurisdiction, establishment, transfers, adequacy need for EDPB, under-investigated areas

Money Scope

under-funded authorities, effective fines web-scale enforcement, pan-EU actions

Knowledge (Side-)Effects

new technologies, new use-cases malicious compliance: e.g. pesky dialogues
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R
Foreseeing Legal Enforcement Challenges oco. W

Time Gaps

technology change ~5 years, case law ~5 years new technologies, loopholes, interpretations

Space Consistency

global internet + multi-nationals = chaotic rules need for EDPB, under-investigated areas

Money Scope

under-funded authorities, effective fines web-scale enforcement, pan-EU actions

Knowledge (Side-)Effects

new technologies, new use-cases malicious compliance: e.g. pesky dialogues
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4
Laws planned vs Technological Advances ey

Hype Cycle for Emerging Tech, 2022

Foundation Models

Web3

Computational Storage
Superapps .

Industry Cloud Platforms —

~Decentralized Identity
_—NFT
-Cloud Data Ecosystems

Internal Talent Marketplaces —

Digital Humans

Dynamic Risk
Governance ™\

Observability-Driven
Development

Expectations

Cloud Sustainability

Data Observability
Platform Engineering -
Causal Al - |
Open Te\emetry,\
Minimum Viable
Architecture
Digital Twin of
a Customer

Metaverse

Augmented FinOps
Machine Learning
~"Code Generation
~—Generative Design Al
‘Autonomic Systems Peak of
novation Inflated Trough of Slope of Plateau of
. Disillusi ol Tuctivi

Trigger Exp F Y

Cybersecurity
Mesl|

Architecture

.
Time
Plateau will be reached:

O less than 2 years @ 2t05 years @ 51010 years A More than 10 years ® Obsolete before plateau As of August 2022

gartner.com

Gartner.

©2022 Gartner, Inc. andjor its affiiates. All rights reserved. Gartner and Hype Cycle are registered trademarks of Gartner, Inc. and its affiliates in the U.S. 1893703
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Foreseeing Legal Enforcement Challenges ocd A

Time Gaps

technology change ~5 years, case law ~5 years new technologies, loopholes, interpretations

Space Consistency

global internet + multi-nationals = chaotic rules need for EDPB, under-investigated areas

Money Scope

MORE under-funded authorities + SLOW fines web-scale enforcement, pan-EU actions

Knowledge (Side-)Effects

disconnected laws and reactive interpretation malicious compliance: e.g. pesky dialogues
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Total value of GDPR fines imposed from 25 May 2018 to date (in euros]

Unknown impact of fines e

1,303,514,500

746,345,675

428,238,300

Extent of fines being a o -
“deterrence” to avoid bad e
practices? o

Extent of fines being a o
“motivator” to improve and =
innovate? m |

34,924

4,209

M Aggregate fines more than EUR100m
Bl Aggregate fines between EURSOM and EUR100m
B Aggre
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Foreseeing Legal Enforcement Challenges ocs B

Time Gaps

technology change ~5 years, case law ~5 years exploit as ‘market’, force to fit into ‘regulation’

Space Consistency

global internet + multi-nationals = chaotic rules regions, technologies, interpretations

Money Scope

MORE under-funded authorities + SLOW fines web-scale enforcement, pan-EU actions

Knowledge (Side-)Effects

disconnected laws and reactive interpretation malicious compliance: e.g. pesky dialogues
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Foreseeing Legal Enforcement Challenges ocd A

Time Gaps

technology change ~5 years, case law ~5 years exploit as ‘market’, force to fit into ‘regulation’

Space Consistency

global internet + multi-nationals = chaotic rules regions, technologies, interpretations

Money Scope

MORE under-funded authorities + SLOW fines pervasive & ubiquitous ‘digital’ presence?

Knowledge (Side-)Effects

disconnected laws and reactive interpretation compliance is an illusion and creates barriers
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In Conclusion ...

® EU has planned an extremely ambitious legal regime to achieve its

vision of ‘Data’ markets that aligns with fundamental principles
® Specific laws are planned to address ‘Technological Sectors’

® But not enough is being planned or discussed about how we there

will be effective application and enforcement

® "Digital Jurisprudence” needs new mechanisms that are based on the

virtuality and momentum that arises because of data + technology
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Technical Challenges
of EU’s Digital

Sovereignty Aspirations

Thank you!

Commencing Discussions. ..

Harshvardhan J. Pandit
ADAPT Centre

Dublin City University

harshvardhan.pandit@adaptcentre.ie
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