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Version 2.0

Presented at 

Slides available at https://harshp.com/research/presentations 

https://w3id.org/dpv
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Why do we need ‘Legal Metadata’ ???

You need it to enable user agents 
for humans to manage decisions

You need it to model documents 
and information like contracts

You need it to express processes 
and control them at a granular level

And of course you need it to  
manage legal compliance
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The SPECIAL project launched the W3C Data Privacy Vocabularies and Controls Community Group (DVPCG) 
to develop a community that can create and maintain such legal metadata, based on EU GDPR

The W3C Data Privacy Vocabularies and 
Controls Community Group (DPVCG)

‘Data Privacy Vocabulary’ (DPV)

The DPVCG quickly attracted ontologists, computer scientists, lawyers, authorities, NGOs, academics, 
industry stakeholders, students, researchers, and basically formed a melting pot of expertise. 

The DPVCG created the Data Privacy Vocabulary to provide an ‘ontological model’ for personal data being 
processed, and a ‘taxonomical vocabulary’ to support its effective use in practical settings.
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Thing hasPurpose

Ontology

Taxonomy

To put it simply, DPV is a two layered approach to create an ‘ontology’ for modelling the 
domain (T-box) and providing taxonomies to express use-cases in the domain (A-box) 

2019
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X

DPV provides the ‘vocabulary’ in a ‘privacy language’ to express things 
(Seems kind of obvious now why its called ‘data privacy’ and ‘vocabulary’)

Other languages have many ways of expressing IF x THEN y or IF x THEN not y 
DPV provides the concepts for x and y so these languages can be used practically

2020
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Approx. ~2100 ‘hand-crafted’ concepts;

Extensive taxonomy of personal data 
categories for use with DPV concepts 

Modelled  GDPR specific concepts in a 
separate namespace

DRAFT concepts representing laws, 
authorities, inter-country agreements

DRAFT concepts representing provision 
methods, stakeholders, networking

2022
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BUT… People wanted to use DPV in 
two completely different ways!
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Method 1: Direct use of DPV concepts
ex:Thing dpv:hasPurpose dpv:Marketing .

Method 2: Instantiating DPV concepts
ex:Thing dpv:hasPurpose ex:SpecificMarketing .
ex:SpecificMarketing a dpv:Marketing .

Method 3: Extending DPV concepts
ex:Thing dpv:hasPurpose ex:SpecificMarketing .
ex:SpecificMarketing rdfs:subClassOf dpv:Marketing . 

DPV assertions: dpv:hasPurpose rdfs:range dpv:Purpose .

dpv:Marketing a dpv:Purpose

dpv:Marketing rdfs:subClassOf 

dpv:Purpose

So how do we enable both uses???

We provide DPV with two serialisations: 
SKOS+RDFS 

and OWL  These are not ontologists! We can’t 
“teach them the correct way”…

2022
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Method 1: Direct use of DPV concepts
ex:Thing dpv:hasPurpose dpv:Marketing .

Method 2: Instantiating DPV concepts
ex:Thing dpv:hasPurpose ex:Marketing2 .

ex:Marketing2 a dpv:Marketing .

DPV assertions: 
dpv:Marketing a rdfs:Class; rdfs:subClassOf dpv:Purpose .  

dpv:DirectMarketing a rdfs:Class; rdfs:subClassOf dpv:Marketing .

OWL

Method 3: Extending DPV concepts
ex:Thing dpv:hasPurpose ex:Marketing2 .

ex:Marketing2 rdfs:subClassOf ex:Marketing .

Cannot directly use DPV concepts

Can create ‘instances’

Cannot extendRequires ontology 
re-engineering

Complex reasoning

Provided under a different namespace

Method 1: Direct use of DPV concepts
ex:Thing dpv:hasPurpose dpv:Marketing .
Method 2+3: Instantiating DPV concepts
ex:Thing dpv:hasPurpose ex:Marketing2 .
ex:Marketing2 a dpv:Purpose ;  
                       skos:broader dpv:Marketing .

DPV assertions: 
dpv:Marketing, dpv:DirectMarketing a rdfs:Class, dpv:Purpose .  
dpv:DirectMarketing skos:broader dpv:Marketing .

Can directly use DPV concepts

Can create ‘instances’

Method 2+3: Extending DPV concepts
ex:Thing dpv:hasPurpose ex:Marketing2 .
ex:Marketing2 a dpv:Purpose ; skos:broader ex:Marketing .

Can extend in use-case

Simple reasoning

Use DPV as is

Default serialisation / semantics 2022
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New laws adopted … 
How to use DPV for those?
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Some laws address personal and non-
personal data. Some address 

technologies using personal data.

Laws are scoped to a particular 
jurisdiction. How to model different 
laws across different jurisdictions?

Organisations need practical stuff 
like risk management and 

security reporting

Need of the hour: Artificial Intelligence (AI) 
technologies - how do we represent these same 

concepts like purpose, data, security for AI?

2022

9

mailto:dpv@harshp.com
https://harshp.com/research/presentations


Modular Legal Namespaces
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2023

CA (California) /legal/us/ca

Fundamental Rights
AI Act
NIS2
Data Governance Act (DGA)`
GDPR /legal/eu/gdpr

US

DE (Germany)
IE (Ireland)
EU /legal/eu

LEGAL

Support ANY jurisdiction and ANY regulation 
in a highly modular and extensible manner!

Location concepts
Define ISO 3166-2 location concepts and using 
these state EU 27 countries / EEA 30 countries

Provide a list of (privacy, data protection, AI) 
laws in these jurisdictions and the authorities 

they represent as a knowledge graph

10

mailto:dpv@harshp.com
https://harshp.com/research/presentations


Statuses for representing incidents 
Document security incident, data breaches 

Indicate what data was affected, how

Legal Requirements
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2023Risk Management

ISO 31000 series risk concepts  
Risk Level = Severity x Likelihood 

Risk / Impact taxonomy
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2023AI & AI Act Extension

Based on
1) "AIRO: An Ontology for 
Representing AI Risks Based on 
the Proposed EU AI Act and ISO 
Risk Management Standards” by 
Golpayegani et al. 
2) “ To Be High-Risk, or Not To 
Be-Semantic Specifications and 
Implications of the AI Act's High-
Risk AI Applications and 
Harmonised Standards” by 
Golpaywgani et a.

We increased the scope of our concepts from personal data to any data or technology
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2024Who is using DPV? What are they doing?

(At the time of writing the paper we had 81 citations) 

We looked at how much Effort it would take for these 
works to integrate the changes made in DPV.  

Most works only required minor changes in changed 
concepts (+ in table), other works required changing 

IRIs to the new formats as they were using an old pre-
v1.0 draft version of the DPV.

🏆  Prototyping an End-User User Interface for the Solid Application Interoperability Specification 
under GDPR by H Bailly, A Papanna, R Brennan wins Best In-Use Paper award at ESWC 2023 🏆  

🏆  Using Patterns to Manage Governance of Solid Apps by B. Esteves, H. Pandit wins Best Paper 
award at Workshop on Ontology Patterns (WOP), ISWC 2023 🏆  

🏆  Implementing ISO/IEC TS 27560: 2023 Consent Records and Receipts for GDPR and DGA by H. 
Pandit, J. Lindquist, G. P. Krog wins Best Paper award at Annual Privacy Forum 2024 organised by 
European Union Agency for Cybersecurity (ENISA) and EU Commission  🏆
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2024Are projects* and the industry using DPV?

SPECIAL TRAPEZE
MOSAICrOWN
smashHit FAIRVASC
PROTECT ITN

EU Horizon Projects

* These are the projects we know about. Most 
uses of DPV go unreported, and DPV is also 
commonly referenced in footnotes and inline 
text which we do not have a way to track. 
Projects also contained industry partners.

Industry
Inrupt

Athumi / Solid Lab
JLINCSignatu

Spotlight: Signatu’s use of DPV 
(Georg P. Krog)

https://www.w3.org/community/dpvcg/
wiki/Adoption_of_DPVCG 
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2021

DPV is directly used in an ISO 
standard for representing consent 
records/receipts as Linked Data. 

DPVCG provides an implementation guide 
for representing consent records/receipts
https://w3id.org/dpv/guides/consent-27560 

DPV’s consent modeling and concepts are used 
to develop ISO/IEC TS 27560:2023 standard

2023

2024

Use of DPV in Standards
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2024

And then we released DPV version 2.0 on 1 AUG 2024…
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2024

2394 concepts (with 2198 
classes and 196 properties) https://w3id.org/dpv/2.0/changelog
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What’s coming next? 
DPV 2.1 is scheduled for release in JAN’25 with ~6000 concepts - a 3x increase!
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ODRL alignment

2025

AI taxonomies

Guidance for using 
DCAT and PROV

More Jurisdictions

AI Act compliance

Risks/Impacts

New ISO standard proposed 
based on DPV modelling of 

Legal Bases

Come join us in the W3C Data 
Privacy Vocabularies and Controls 
Community Group (DPVCG) !!!

Machine-Actionable Rights

Find a short intro at https://www.dpvcg.org/ 

https://w3id.org/dpv/primer 

IEEE P7012 is using DPV to express terms
18
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